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Abstract
Publishing time series datasets raises substantial privacy concerns,
as the underlying patterns (e.g., trends, values) can lead to the
disclosure of individual identification. Mitigating these concerns re-
mains challenging due to difficulties in pinpointing specific privacy-
leaking patterns and protecting them without significantly compro-
mising the analytical utility of the published data. Existing methods
remain vulnerable to identity attacks utilizing diverse temporal
patterns and may compromise data utility for subsequent analytical
tasks. To address these limitations, we collaborated with domain
experts to summarize a taxonomy of privacy risks in time series
data and developed TSEditor, an interactive editing system. TSEd-
itor integrates coordinated views for multi-perspective analysis
of privacy risks and introduces six editing operations for targeted
modifications, providing visual feedback. We demonstrate the ef-
fectiveness and usability of TSEditor through two case studies, an
expert interview, a model evaluation, and a user study.

CCS Concepts
• Human-centered computing → Interactive systems and
tools.
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1 Introduction
The sharing of time series data offers substantial analytical oppor-
tunities across various domains, such as healthcare [16, 42], en-
ergy [25], and transportation [85], enabling informed data-driven
decision-making and facilitating innovation for temporal data re-
search [31, 39, 100]. However, releasing raw time series datasets
poses significant privacy risks, particularly when they involve
human-related data, since such datasets may inadvertently reveal
confidential temporal patterns [41, 52, 61]. For instance, house-
hold electricity consumption data may reveal personal habits, such
as daily routines or appliance usage patterns [66]. To mitigate
these risks, it is essential to process time series data with privacy-
preserving techniques before publication, ensuring both data utility
and individual confidentiality.

Traditional privacy-preserving methods for time series datasets
involve treating them as time-varying multi-attribute records and
applying classic privacy-preserving techniques [29] to remove sen-
sitive information, such as identifiable attributes like names and
addresses. However, individuals may still be identifiable through
temporal patterns or by combining other information sources, lead-
ing to linkage attacks [69]. To address privacy risks from a temporal
perspective, anonymization, such as erasing sensitive patterns, can
be done manually using spreadsheet software or custom coding.
However, these methods are labor-intensive, error-prone, and not
scalable. Recent research has explored automatic methods [43, 66],
often based on techniques like differential privacy [22]. However,
these approaches may introduce excessive noise that obscures im-
portant patterns, offer insufficient protection, or lack controllable,
interpretable ways of balancing data utility and privacy. Therefore,
many time series datasets are withheld entirely to avoid privacy
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Figure 1: The interface of TSEditor. A) The ranking view guides user attention by ranking individuals according to a computed
privacy risk score. B) The stream view identifies magnitude-based risks by visualizing outliers against the dataset’s overall
distribution, represented as a continuous streamgraph. C) The radial view reveals time-based risks by encoding user data into
concentric rings, facilitating the discovery of cyclical patterns and synchronous behaviors. D) The pattern view automatically
detects and visualizes pattern-based risks using a glyph-based scatterplot linked to a thumbnail list. E) The edit view provides a
suite of direct manipulation tools for targeted risk mitigation, categorized into time perturbation, magnitude perturbation, and
pattern substitution. F) The component view enables efficient management and decomposition of multiple time series.

risks, severely hindering their potential for collaborative analysis
and societal benefit [61].

Motivated by the limitations of existing methods, we collaborate
with time series data analysts to propose an interactive, control-
lable, and interpretable approach for detecting and addressing
temporal privacy risks in time series datasets, enabling efficient and
effective privacy preservation during the data publication process.
Developing such an approach poses the following two challenges:

The Discovery Challenge: How to empower data owners
to effectively discover diverse and subtle temporal privacy
risks? A fundamental premise of our work is that privacy risks in
time series primarily stem from data features that are “relatively
unique” within the dataset. These threats manifest as anomalous
magnitudes, unique temporal regularities, or distinctive sequen-
tial patterns that act as “behavioral fingerprints,” enabling user
re-identification. The core challenge lies in designing a visual an-
alytics environment that guides human attention and empowers
users to comprehensively identify these hidden threats from differ-
ent, complementary perspectives.

TheMitigation Challenge: How to provide an intuitive and
controllable framework for mitigating these risks without
destroying data utility? Once a risk is identified, the challenge
is to formulate an interactive mitigation framework that replaces
rigid, one-size-fits-all algorithms. We need to equip experts with a

flexible toolkit that allows for precise, targeted modifications, sup-
ports nuanced trade-offs between privacy and utility, and provides
immediate feedback to build trust and confidence in the process.

To address these challenges, we propose TSEditor, a novel inter-
active system that helps data owners identify and mitigate privacy
risks in time series datasets, thereby achieving more secure dataset
publication. First, we built a taxonomy for temporal privacy risks
and designed multi-facet visualizations to assist users in identifying
these risks. Second, we adopt the paradigm of direct manipulation
to develop an interactive time series editing framework that enables
privacy risk mitigation through intuitive operations.

In summary, the contributions of this study are as follows:

• We characterized a systematic taxonomy of temporal privacy
risks and a corresponding framework of interactive editing
operations to mitigate these specific threats.

• We developed TSEditor, a novel visual analytics system that
assists users in identifying and mitigating temporal privacy
risks and demonstrated its effectiveness and usability through
a multi-faceted evaluation.

2 Related Work
Our work is informed by two primary areas of research: time series
privacy preservation and time series visual analytics. Accordingly,
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this section first reviews the landscape of privacy preservation, cov-
ering both common attack methods and existing defense techniques.
We then survey relevant literature in visual analytics, focusing on
established approaches for time series visualization and interaction.

2.1 Time Series Privacy Preservation: From
Attacks to Defenses

Prior work has established that privacy risks in time series data
often arise from their susceptibility to linkage attacks [63]. This
class of attacks involves an adversary linking a supposedly anony-
mous dataset with external, auxiliary information to re-identify
individuals or infer sensitive attributes. The core vulnerability lies
in the fact that rich temporal data can form unique “behavioral
fingerprints”. Seminal works have shown that distinctive sequential
patterns, such as those found in datasets of movie ratings [58], mo-
bility traces [17, 71], smart meter readings [11], and web browsing
history [60], are often unique enough to deanonymize individuals
when correlated with other available data sources. The demon-
strated feasibility of such attacks underscores the critical need for
robust privacy-preserving techniques.

In recent years, numerous studies have been conducted on tempo-
ral privacy-preserving methods for time series data. These methods
can be broadly categorized into three types based on their distinct
approaches to processing original data: value perturbation-, tempo-
ral perturbation-, and synthesis-based methods.

Value perturbation methods add noise to the original data,
which are widely used in the framework of Differential Privacy. To
balance the utility of the data with the degree of privacy protec-
tion, Kellaris et al. [43] proposed three major privacy levels, namely
event-level, user-level, andw-event level. At the event level, privacy
safeguards are applied exclusively to individual elements within a
time series, which reduces the consumption of the privacy budget
but may fall short of providing comprehensive privacy protection
for the entire dataset (e.g., Ren et al. [64], Jiang et al. [38] and Wang
et al. [84]). User-level privacy provides comprehensive protection
for all data tied to a user (e.g., Zhang et al. [96] and Gursoy et
al. [30], yet maintaining acceptable utility involves consuming a
larger privacy budget. A balanced approach, w-event level privacy,
protects consecutive segments consisting of w consecutive times-
tamps to offer a compromise between the precision of event-level
and the broad scope of user-level protection, thereby improving the
overall privacy-utility trade-off (e.g., Wang et al. [82] and Zhang et
al. [95]). However, these methods lack the fine-grained, interactive
control for users to protect specific high-risk segments based on
domain expertise and context.

Temporal perturbation methods redistribute elements across
timestamps to obfuscate event timings. While value perturbation
methods do not work in medical and financial applications where
precision is critical, temporal perturbation avoids injecting noise,
thereby significantly enhancing the accuracy of key time series
statistics and manipulations [90]. Ye et al. [91] first proposed a
temporal perturbation method for time series release, but met is-
sues of missing or repetition. Although these problems can be
avoided [90], the privacy level needs to be enhanced. Crucially,
the process remains algorithmically driven, preventing users from
making semantically meaningful modifications.

Synthesis methods generate fake data that exhibits distribu-
tional characteristics similar to the original data. In the existing liter-
ature, time-series synthesis is primarily dominated by generative ad-
versarial networks (GANs) (e.g., C-RNN-GAN [54], TimeGAN [92],
and RCGAN [26]). Given the instability of GANs, some researchers
have explored other generative methods. For example, Desai et
al. [19] developed TimeVAE, with interpretable temporal struc-
tures, showing strong performance in time series synthesis. Yuan
et al. [93] propose Diffusion-TS, a diffusion-based framework that
generates time series satisfying both interpretability and realness.
However, the interpretability of a model’s output structure is dis-
tinct from the process-level transparency and control needed for
interactive work. As a “black box”, the long and opaque generation
process of these models fundamentally lacks real-time feedback and
direct control required for an effective, interactive editing workflow.

In essence, while approaching the problem from different techni-
cal standpoints, these automated methods share a fundamental lim-
itation: they treat privacy preservation as a monolithic, algorithmic
process rather than a nuanced, user-driven task. They consistently
lack the interactive control, interpretability, and real-time feedback
that would empower domain experts to make granular, context-
aware judgments. This failure to place the user in the decision-
making loop reveals a critical gap for a new paradigm based on
interactive editing.

2.2 Time Series Visual Analytics: From Data
Exploration to the Need for Editing

The visual analytics of temporal data plays a pivotal role in di-
verse application domains, such as smart factory [48, 74], clinical
treatment [80, 97], E-transaction analysis [49, 86], and urban plan-
ning [50, 94]. In recent years, a wide array of advanced techniques
for analyzing such data have been proposed and published, span-
ning both visualization and interaction methodologies [1–3].

Time series visualization. Line graphs [62] have become the
most classic method for visualizing temporal data, and there are
also some variations based on this approach, such as time curves [5].
When visualizing multiple time series, existing solutions, as iden-
tified by Javed et al. [37], can be classified into two broad cate-
gories: shared-space (e.g., simple line graph [62, 68] and stacked area
chart [99]) and split-space (e.g., small multiples [67, 77] and horizon
graphs [65]). Systems such as TimeSearcher [13], GeoChron [18],
and KD-Box [98] widely adopt shared-space layouts because they
outperform split-space layouts in identifying overarching trends
and patterns in large-scale time series data. However, the dense
superposition of lines in shared-space layouts can sometimes ob-
scure finer details and introduce visual clutter. To address these
challenges, dimensionality reduction [78] and clustering [27] tech-
niques have emerged as powerful alternatives for visualizing large-
scale time series data [4, 55, 73]. Many advanced visual analytics
systems (e.g., ECGLens [88], StreamStory [72], and Van Wijk et
al. [79]) have embedded dimensionality reduction and clustering
views to assist in data analysis, enabling users to explore patterns,
trends, and relationships more effectively. However, they are not
specifically designed to support the discovery of privacy leakage
patterns through visualization.
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Time series interaction. The prevailing interaction techniques
applied to time series data are primarily intended to support more ef-
fective and intuitive exploration of the underlying information [81].
As summarized by Aigner et al. [3], the basic interaction operations
are systematically categorized into four principal categories: tempo-
ral navigation, direct manipulation, brushing & linking, and dynamic
queries. Navigation in time, a fundamental aspect of temporal inter-
action, is often facilitated by dedicated sliders [76]. DimpVis [44]
uses direct manipulation to facilitate navigation to points in time.
TimeSplines [59] enables pen-based direct manipulation for expres-
sive timeline authoring. TimeTuner [32] and ViDX [89] empower
the selection and analysis of targeted data intervals through brush &
linking. Qetch [51] and RelaQ [47] provide sketch-based techniques
to support time series queries. We also investigated several works
whose interaction objectives align closely with our research. For
example, TimeSeriesMaker [6] leverages a tree structure to enable
time series generation through a template-based configuration.

Visual data editing. Beyond specific time series techniques, our
work is situated within the broader context of visual data editing
and its intersection with data wrangling, where editing serves as
the core operation for transformation. This field has demonstrated
visualization-based editing for a diverse range of data types, in-
cluding tabular data [40, 87], graph data [7, 23, 35], and textual
data [36, 53], demonstrating the value of tightly coupled visual and
editing interfaces. However, to the best of our knowledge, no prior
system integrates these general visual editing principles with pri-
vacy preservation specifically for addressing the unique analytical
and structural challenges of time series data. It is this specific gap
that TSEditor aims to fill.

3 Background and Task Abstraction
This section presents a motivating scenario, the taxonomy of tem-
poral privacy risks and corresponding editing solutions in time
series, and the summarized user requirements for system design.

We collaborated closely with four experienced domain experts
(i.e., EA, EB, EC, and ED) for a year to address the challenge of
privacy protection for time series data. EA and EB are researchers
with over five years of experience in time series data analysis. EC,
a data scientist, has participated in multiple projects focused on
privacy protection. ED, a Ph.D. candidate specializing in quality
assurance for machine learning applications, frequently engages
in dataset publication as part of his research workflow. During the
collaboration, we specifically focus on temporal privacy risks,
i.e., sensitive information, which could possibly be leveraged as
quasi-identifiers to link individuals with specific time series, leaking
from the temporal perspective rather than the metadata associated
with time series. We explore the critical question of how sensitive
information can be potentially extracted from time series datasets
and propose an interactive approach that safeguards against these
temporal privacy risks. Our analysis primarily targets univariate
time series, and partially supports multivariate time series via a
“multiple univariate” strategy.

3.1 Motivating Scenario
Imagine a healthcare company releases an anonymized dataset
of users’ daily step counts. An adversary intends to re-identify a

specific executive known for their distinctively high activity levels.
Using public knowledge, the adversary executes a linkage attack
exploiting three temporal vulnerabilities:

First, knowing the executive averages over 20,000 steps daily,
the adversary filters the dataset for this distinctmagnitude. This
simple query isolates a small subset of users, including the target,
"User X," from thousands of records.

Next, the adversary refines this subset by looking for a unique
pattern. Public interviews revealed the executive’s routine: early
morning runs on weekdays and long walks on Saturday afternoons.
The adversary matches this exact repeating sequence in User X’s
data, which serves as a recognizable behavioral fingerprint.

Finally, to confirm the identity, the adversary leverages abnormal
timing. Knowing the executive participated in a local 10K race
last Sunday morning, they verify that User X’s data exhibits a
specific activity spike aligning perfectly with the race’s timeframe.
By combining these magnitude, pattern, and time-based risks, the
adversary de-anonymizes the individual, highlighting the critical
need for tools to identify and mitigate such privacy threats.

3.2 A Taxonomy of Temporal Privacy Risks and
Mitigation Strategies

To establish a systematic taxonomy of temporal privacy risks, we
conducted a thorough literature review and surveyed public time
series datasets. These findings were then refined through iterative
discussions with domain experts to ensure practical relevance.

This taxonomy identifies three core types of temporal features
that most directly leak sensitive information. These features, and
the risks they expose, are defined as follows. For each feature’s
associated risk, we proposed a corresponding interactive mitigation
strategy that allows users to make targeted edits.

• Time: Risks in this category arise from the abnormal timing
of events. The threat here is not necessarily the activity itself,
but its specific temporal placement, which often represents
a marked departure from typical behavior. Such unique tem-
poral placements can act as powerful identifiers, especially
when correlated with external information.

• Magnitude: This category covers risks exposed by distinct
magnitudes, where the data values themselves are statistical
outliers. The threat lies in the presence of anomalous values,
such as extreme single-point spikes or sustained plateaus,
which are identifiable because of their significant deviation
from the norm.

• Pattern: This category involves risks from unique sequences,
where the threat lies in the distinctive shape of the sequence.
This shape, formed by a complex arrangement of data points
over time, acts as a behavioral fingerprint even if the indi-
vidual values within it are not statistically extreme. This
includes unique routines or specific, one-time events recog-
nizable by their characteristic shape or temporal signature.

We investigated solutions to balance privacy risks with analyti-
cal utility. Since automated approaches often lack the contextual
awareness to balance these objectives, a human-in-the-loop process
is essential. We therefore developed an interactive framework with
three classes of mitigation operations This framework enables
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direct manipulation of sensitive temporal features, ensuring the
dataset’s integrity while addressing privacy concerns.

• To address abnormal timing, the time perturbation oper-
ations modify the time points by shifting timestamps or
stretching time segments, ensuring that the positions of sen-
sitive patterns are obscured while retaining the overall trend
of the data for analysis.

• To address distinct values, the magnitude perturbation
operations can be applied to vertically shift data segments or
remap values through interactive curves, concealing unique
fluctuations without fundamentally distorting the overall
data distribution.

• To address unique sequences, the pattern substitution op-
erations can be employed to overwrite sensitive temporal
segments with common time segments from other parts of
the dataset, effectively obscuring sensitive patterns while
preserving the authenticity and analytical value of the data.

3.3 Requirement Analysis
To guide the design of TSEditor, we followed the nested model
for visualization design and validation [56]. Over a three-month
collaborative process, we first characterized the experts’ workflows
and challenges, which informed our initial low-fidelity prototypes.
Through multiple cycles of prototype reviews and feedback, we
refined the system’s functionalities and consolidated the experts’
needs into four key requirements.

R1: Locate privacy-leaking time series and temporal seg-
ments from different perspectives. Experts need to find time
series and temporal segments with temporal privacy risks. A clear
and multi-facet overview of the dataset is requested to understand
its overall structure, identify unusual patterns, and detect potential
privacy risks. For instance, vulnerabilities in both time and mag-
nitude features can emerge within a given interval. Additionally,
multi-scale comparative analysis and selective filtering are essen-
tial. Experts need to find unique behavioral patterns by comparing
time series between weekdays and weekends or among varying
granularities (e.g., daily, weekly, annual).

R2: Edit time series interactively to mitigate temporal pri-
vacy risks. After the privacy-leaking time series or segment is
identified, experts need to address the risks by editing the temporal
features. For each type of temporal feature, the experts require intu-
itive and flexible interactions to assist them in performing the cor-
responding operations. For the time features, the proposed system
should facilitate adjustments along the time axis, such as delaying
critical events or redistributing intervals. For the magnitude fea-
tures, magnitude perturbation operations, such as modifying peak
values or scaling amplitudes, are needed to adjust privacy-sensitive
segments. For the pattern features, experts require an approach to
obfuscate the original sensitive patterns.

R3: Apply consistent modifications across multiple time
series1 with similar privacy risks. When dealing with large
datasets, experts often encounter multiple time series that exhibit
similar privacy-sensitive patterns. Moreover, a time series can be
decomposed into multiple series for targeted editing, such as sep-
arating into low- and high-frequency signals. In such cases, they
1Our system is evaluated on hundreds of time series.

require intuitive tools to flexibly visualize and compare relevant
time series, and the ability to apply consistent modifications across
selected groups in a single operation. This ensures temporal coher-
ence and minimizes manual effort while maintaining data integrity.

R4: Assess the impact of usermodifications on data privacy
and distribution. To ensure informed decision-making, Experts
need to evaluate how their editing operations affect the privacy
risks (e.g., re-identification potential) and statistical properties (e.g.,
outlier distribution) of the dataset. The interface should dynami-
cally update these visual feedback mechanisms as modifications
are applied, allowing experts to observe trade-offs and unintended
consequences (e.g., over-perturbation skewing trends) This enables
iterative refinement, where users can evaluate the effectiveness
of their changes and make informed adjustments to achieve the
desired balance between privacy protection and data utility.

4 TSEditor
To address the requirements outlined in Sec. 3.3, we developed
TSEditor, a visual analytics system for the visual identification and
interactive mitigation of privacy risks in time series data. TSEditor
incorporates six interconnected views (Fig. 1): (A) the ranking view,
(B) the stream view, (C) the radial view, (D) the pattern view, (E) the
edit view, and (F) the component view. The workflow on TSEditor
has three phases: identification, protection, and evaluation (Fig. 2).
Every view corresponds to a specific workflow phase. The rank-
ing, stream, radial, and pattern views are dedicated to supporting
the identification and evaluation phases, providing detailed visual
representations to identify privacy-exposing segments (R1) and
evaluate the impact of adjustments (R4). Accordingly, the edit view
and component view are specialized for the protection phase, em-
powering users to make targeted modifications of multiple time
series (R3) to address privacy concerns using time perturbation,
magnitude perturbation, and pattern substitution approaches (R2).

Backend Frontend
Identification Protection Evaluation

Aggregation

Downsampling

Feature Extraction

Pattern Detection

Decomposition

Stream View

Component View

Edit View

Radial View

Pattern View

pattern

risk score

time

magnitude

magnitude

pattern

magnitude perturbation

decompose control

pattern substitution

time perturbation

automated assistance

Ranking View

Figure 2: The system overview of TSEditor. The architecture
consists of a backend for data processing and a frontend
with a three-stage workflow: identification, protection, and
evaluation. The frontend integrates multiple coordinated
views, including ranking, stream, radial, and pattern views
for identifying privacy risks and assessing the impact of edits,
as well as edit and component views for applying targeted
edits and managing multiple time series, thereby supporting
users throughout the complete editing pipeline.
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4.1 Temporal Privacy Risk Identification
To enable the effective discovery of diverse temporal privacy risks
across different feature types (i.e., time, magnitude, and pattern)
(R1), the identification phase relies on a data processing pipeline.
This pipeline processes raw time series using techniques such as
data aggregation and pattern detection to compute risk metrics and
identify distinctive features. These processed outputs serve as the
data foundation for four coordinated views.

4.1.1 Ranking View. To prioritize analyst attention within large-
scale datasets, which is a core challenge of risk identification (R1),
this view serves as an auxiliary analytical starting point, in addition
to direct exploration in other views. Since detailed visualizations of
the entire population can be overwhelming, analysts require guid-
ance to quickly navigate to the most potentially critical data within
a large collection of time series. We implement a risk quantification
pipeline. This framework is grounded in established time series
analysis principles [9, 70] and refined through expert discussions.
Formal mathematical definitions and parameter configurations for
all measures are provided in the supplementary material. For each
individual, the system first calculates raw severity scores for five
types of anomalies: magnitude outliers identified in the stream
view, and four temporal motifs (spikes, plateaus, steps, and periodic
behaviors) detected in the pattern view. For instance, the severity
of magnitude anomalies is quantified by the total count of detected
outliers, whereas plateaus are evaluated based on a duration-to-
stability ratio. Given the disparate scales of these raw metrics, they
are normalized and aggregated using a weighted sum model to pro-
duce a unified “risk score.” In the current implementation, weights
are pre-configured based on expert feedback to prioritize high-
impact anomalies (e.g., spikes). This quantification dynamically
orders the list, ensuring individuals exhibiting the most distinct
behavioral fingerprints are surfaced immediately for inspection.

aggregation

downsampling

A

B

weekday
weekend
average

Figure 3: The stream view for magnitude- and pattern-based
risk identification. A) The composite overview visualizes the
dataset’s distribution and outliers. B) The detail view enables
granular inspection of a selected individual.

4.1.2 Stream View. Statistical outliers in time series can expose
critical privacy vulnerabilities, manifesting as either anomalous
“magnitude” or distinctive “patterns” characterized by abnormal
values. To address the challenge of identifying these specific risks

across the entire dataset (R1), the stream view implements a statisti-
cal data processing pipeline designed to highlight deviations against
the population norm. This view consists of two components: a com-
posite overview (Fig. 3A), enhancing traditional box plot principles
to highlight outliers against a continuous data distribution, and a
detail view (Fig. 3B) for individual series inspection.

To effectively visualize the entire dataset in the overview, we first
perform a two-stage data preprocessing. First, to capture represen-
tative daily behaviors, we aggregate the data by the day of the week,
calculating the average value for each time point across all weeks
for each individual. Second, we apply temporal downsampling by
averaging every 𝑘 consecutive points, which reduces visual clutter
and accommodates display limitations. It is important to note that
the current default settings are specifically optimized for human-
centric datasets. However, the underlying processing pipeline is
designed to be scale-agnostic. To accommodate data with different
inherent frequencies, users can configure the aggregation granular-
ity (e.g., daily, monthly, or annual) to match the relevant temporal
scale. Similarly, the downsampling factor (𝑘) is fully adjustable,
allowing analysts to fine-tune the resolution balance.

Using this condensed data, the overview visualizes magnitude-
based risks through a design inspired by box plots. For each times-
tamp, we first compute key statistical percentiles. The underlying
data distribution is then rendered as a streamgraph with two nested
bands: a darker inner band for the Interquartile Range (IQR), and a
lighter outer band for the 10th–90th percentiles. Overlaying this
stream, data points falling outside a configurable range (default
𝑄1/𝑄3 ± 1.5 × 𝐼𝑄𝑅) are rendered as outliers, using filled dots for
weekdays and outline dots for weekends to differentiate temporal
categories. Also, outliers are linked across time if they belong to
the same individual and weekday, helping highlight both isolated
points and sustained deviations.

Complementing the overview, the detail view displays the time
series aggregated by weekday for each individual. This allows users
to move from identifying an outlier to performing a granular inspec-
tion of the specific individual’s behavior. The navigation bar offers
further flexibility, allowing users to adjust the time granularity and
filter (e.g., weekdays vs. weekends) for deeper analysis.

Interaction. The view supports a seamless analytical workflow
centered on outlier investigation. Hovering over an outlier simulta-
neously highlights its corresponding time series in the overview
and navigates the detail view to the corresponding individual, pro-
viding immediate context for comprehensive analysis.

Justification.While many techniques exist for visualizing multi-
ple time series (Sect. 2.2), conventional methods proved inadequate
for our task. We initially explored simple line graphs [62] and small
multiples [77]. Given the data’s scale, line graphs suffered from
significant visual clutter [24], while small multiples lacked enough
space for detailed representation. An attempt to cluster simple line
graphs hindered traceability back to the original data. In contrast,
our composite design retains the statistical power of box plots for ro-
bust outlier detection while embedding these critical points within
a continuous representation of the data’s temporal flow, which is
crucial for holistic analysis.

4.1.3 Radial View. The radial view is designed to analyze privacy
risks related to temporal characteristics (“time” ) and quantitative
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Figure 4: The radial view and pattern view. A) The radial view reveals time- and magnitude-based risks via interactive color
mapping and layout reordering. B) The pattern view detects four specific motifs, visualizing pattern distribution and intensity
through a glyph-based overview linked to a detailed list.

values (“magnitude” ) (R1). Each individual’s aggregated series is
represented as a concentric ring in a radial stack (Fig. 4A). The
core interaction is a dual-highlighting mechanism enabling multi-
perspective analysis: hovering over any time segment highlights
both the corresponding individual’s entire ring (a longitudinal view
of their individual trend) and the same time slice across all individu-
als (a cross-sectional view of population behavior). For fine-grained
individual characterization, a drill-down interaction enables users
to double-click a ring, switching into intra-individual mode, where
each concentric ring represents a single day’s data for selected in-
dividual. By mapping time to angular positions, the view facilitates
the identification of periodic fluctuations and temporal trends.

Color mapping adjustment. The default color mapping, nor-
malized by global extrema, is often skewed by outliers, masking
subtle data variations. We therefore introduce a range slider that
allows users to interactively adjust the boundaries of the color
scale. Guided by the data distribution in the stream view and do-
main expertise, users can refine the color mapping to enable clearer
identification of meaningful patterns.

Ordered Revert Aggregated Cyclical

B C DA

Figure 5: The layout optimization of the radial view. A) The
ordered arrangement of individual rings clusters similar pat-
terns together. B) The revert operation allows users to swap
the order of the inner and outer rings. C-D) The layout op-
timization helps reveal significant trends, including aggre-
gated data patterns and cyclical behaviors.

Layout reordering. By default, individual rings are arranged
sequentially by ID, which scatters similar patterns and hinders
the detection of group behaviors. To address this, we employ a
similarity-based sorting strategy adapted from RidgeBuilder [46].
While standard clustering [79] effectively groups similar time series,
it does not inherently solve the linear ordering problem. This algo-
rithm, proposed in RidgeBuilder, orders individuals into a continu-
ous visual gradient by explicitly minimizing local discontinuities
between adjacent neighbors, thereby revealing visually distinct
sectors of synchronized activity (Fig. 5A). Additionally, a revert
operation allows users to invert the sorting order to mitigate per-
ceptual bias from varying ring circumferences (Fig. 5B). This in-
teractive reordering is critical for revealing subtle structures: it
transforms scattered noise into coherent visual blocks, facilitating
the identification of aggregated group behaviors (Fig. 5C), or cre-
ating spiral-like wave patterns that expose time-shifted cyclical
trends across the population (Fig. 5D).

Justification. Radial charts offer distinct advantages for visual-
izing temporal patterns and periodic features [14, 21]. Their circular
layout inherently mirrors the continuous, cyclical nature of time-
series data, enabling intuitive pattern recognition. While calendar-
and heatmap-based designs are viable alternatives, the radial view
is chosen due to its flexibility in adjusting the granularity of time,
allowing users to examine series at various time scales and identify
periodic behaviors more effectively. Radial line charts were also
considered but dismissed for their space inefficiency and the visual
clutter they produce with large datasets.

4.1.4 Pattern View. This view automates the discovery of “pattern”-
based risks (R1) by identifying four temporal motifs: spikes, plateaus,
steps, and periodic behaviors. The detection relies on a set of
statistical rule-based detection algorithms operating on raw time
series data. For instance, point anomalies like spikes are identified
using Z-score standardization to flag deviations exceeding statistical
thresholds, while sustained motifs like plateaus are evaluated based
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Time Perturbation Magnitude Perturbation Pattern Substitution

Move-x Move-y Clone

Expand Curve Removal

Drag along y axis Copy and paste

List candidatesMulti-range extension Control panel

Drag along x axis

Figure 6: The interaction of TSEditor. TSEditor supports six interactive editing operations across three privacy-preserving
strategies. Time perturbation includes Move-x, which allows users to horizontally shift time segments, and Expand, which
stretches selected segments to the entire timeline. Magnitude perturbation provides Move-y, which vertically shifts value
segments, and Curve, which enables value remapping through control-point-based transformation. Pattern substitution
includes Clone, which copies and pastes segments from the same individual, and Removal, which replaces sensitive segments
with candidates retrieved from the dataset.

on a duration-to-stability ratio, where longer segments with lower
rolling variance yield higher significance scores. Detected patterns
are visualized in two components (Fig. 4B): a glyph-based overview
and a detail list. The overview maps each instance to a unique
glyph (e.g., a triangle for a spike shown in Fig. 4B1), with position
encoding time and magnitude to reveal distribution clusters. Below,
a card list displays a thumbnail line chart , providing visual evidence
and context for verifying specific patterns.

Interaction. The glyph overview and the card list are tightly co-
ordinated to support a flexible drill-down analysis with range-based
filtering and single-item selection. Brushing a region of interest
(Fig. 4B2) performs a targeted selection (e.g., isolating all high-
magnitude spikes in the morning), which instantly filters the card
list to that corresponding subset. For direct inspection, clicking a
single glyph immediately scrolls the list to and highlights its specific
card. Such interaction facilitates both broad exploration of pattern
groups and rapid examination of individual, high-risk instances.

4.2 Time Series Editing
4.2.1 Edit View. When users select one or more time series for pro-
cessing, their workflow centers on the edit view. Corresponding to
the privacy risk taxonomy established in Sec. 3.2, we implemented
three editing categories (R2): 1) time perturbation for “time”, 2)
magnitude perturbation for “magnitude”, and 3) pattern sub-
stitution for “pattern”. Each of them contains both fundamental
and advanced functional operations. Fig. 6 presents the six corre-
sponding operations, along with their interactive mechanisms and
application effects.

Move-x. This operation provides controllable temporal dis-
placement of selected time series segments along the time axis.
Through intuitive drag-and-drop interaction, users can adjust the
temporal positioning of data segments while preserving original
value distributions.

Expand. This operation allows users to perform temporal
scaling on selected segments whilemaintaining temporal continuity.
Users first select multiple temporal segments to preserve and then
dynamically expand them to span the whole duration of the original
series. This is effective for obscuring the precise length and timing
of a sensitive event while retaining its relative shape. Any data
outside the selected segments is discarded as unwanted.

Move-y. Similar to Move-x, this operation enables vertical
displacement of the selected segments along the value axis. Users
can drag the series to mitigate magnitude-based risks by shifting
an anomalous value range to be more consistent with the norm,
while maintaining its temporal sequence.

Curve. This operation enables fine-grained remapping of
data values through a control panel. In this panel, a mapping curve
defines the transformation, where the x-axis represents the original
values and the y-axis represents the new, transformed values. By
dragging the curve’s control points or using predefined templates
(e.g., half-value), users can precisely reshape the value distribution,
such as selectively reducing only extreme spikes.

Clone. This operation enables pattern replication from source
intervals to target temporal locations, analogous to image editing’s
copy-paste functionality. By reusing real patterns from the same
individual, the modified series preserves plausible characteristics
while obscuring sensitive temporal behaviors.

Removal.This data-driven feature replaces a sensitive pattern
by retrieving plausible alternatives in the dataset. Its replacement
candidates are deliberately identified by matching the start and end-
point values of a segment. This ensures numerical continuity while
providing a diverse set of alternative patterns from which users
can select a substitute that effectively masks the original pattern.

Additionally, a redo/undo feature is provided to ensure flexible
editing experiences. This functionality maintains an exportable



TSEditor: Interactive Time Series Editing for Privacy Preservation CHI ’26, April 13–17, 2026, Barcelona, Spain

operation history, allowing users to revert any modification step-
by-step during the editing process.

Automated Assistance. To further streamline the editing work-
flow, TSEditor provides two semi-automated assistance features.
First, when a time series is imported into the edit view, the system
analyzes its source and data characteristics and suggests tools for
the user (e.g., the curve tool for a series with extreme outliers).
Second, after a user manually edits a single component, they can
opt to batch-apply that same transformation to all other unedited
components. These features serve to guide users and significantly
reduce repetitive effort in large-scale editing scenarios.

Interaction. Selection constitutes a fundamental prerequisite for
all editing operations. Our implementation incorporates an interac-
tive brushing feature that enables the precise selection of single or
multiple segments for targeted modification. The system primarily
adopts direct manipulation as its core interaction paradigm, allow-
ing users to modify time series through intuitive operations while
receiving real-time feedback. This direct manipulation is consistent
with human interaction intuition, thereby improving learnability
and reducing cognitive load during operation.

4.2.2 Component View. The component view is designed to ad-
dress the challenge of applying consistent modifications across
multiple time series (R3) and enabling fine-grained control over
signal attributes.

Multi-Series Management. At the top level, this view man-
ages the dataset as a collection of independent time series units.
It supports batch editing, allowing users to select multiple series
simultaneously (e.g., a group of individuals exhibiting similar high-
risk patterns). Any editing operation performed in the edit view is
consistently applied to all selected units, ensuring coherent saniti-
zation across the dataset and significantly reducing manual effort.

Low fLow f

High f

Original

+

=

Trend

Residual

Figure 7: Time series decomposition in the component
view. The original time series can be decomposed into low-
frequency (trend) and high-frequency (residual) components.
This separation enables granular control over signal at-
tributes, allowing users to apply targeted modifications to
specific privacy risks without unintentionally affecting other
data features.

Time Series Decomposition. To enable granular privacy edit-
ing, the view allows users to decompose a time series into distinct
signal components, specifically a low-frequency trend and a high-
frequency residual (Fig. 7). This feature addresses the limitation
of monolithic editing, where modifying a risk in one aspect might
inadvertently distort other valuable data features. By separating
these components, users can apply specialized strategies. For exam-
ple, they can smooth a sensitive trend while preserving the realistic

texture of the high-frequency residuals, or conversely, remove dis-
tinct micro-patterns from the residuals without altering the overall
behavioral trend.

4.3 Interaction between Views in TSEditor
All views are tightly linked to support multi-perspective privacy
risk analysis and coordinated editing across time series. When users
hover over any element in one view, the other views automatically
update to display corresponding data and highlight relevant el-
ements in sync [12]. This cross-view interaction allows users to
validate insights through multiple visual representations. Users can
drag relevant elements from the identification views to directly
transfer time series data to the editing suite. The component view
offers fine-grained control over data selection and modification for
the edit view, enabling customization based on users’ analytical
needs. Once satisfied with the current stage of editing, users ex-
plicitly trigger global updates via a synchronization button to
propagate changes to all identification views (R4). This on-demand
synchronization is designed to prevent distracting layout shifts and
performance latency during iterative micro-edits, ensuring a stable
context for assessment.

4.4 Implementation
We employed modern frontend (Vue, TailwindCSS, and Pinia) and
backend (Flask, Python, and NumPy) libraries to develop TSEditor.
The visualization and interaction components are implemented
using D3.js [8]. The processed time series datasets used in our
evaluation and the source code of TSEditor are publicly available on
GitHub2. Additionally, we will deploy TSEditor as an online system
to support broader adoption and facilitate secure data sharing.

5 Case Study
To comprehensively evaluate the effectiveness and usability of
TSEditor, we structured our evaluation around three key research
questions:

• RQ1 (Identification): Can risks be identified using TSEditor?
• RQ2 (Mitigation): Can risks be mitigated using TSEditor?
• RQ3 (Assessment): Can mitigation impact be assessed using
TSEditor?

We addressed these questions through a multi-faceted approach
spanning two sections. In this section, we report two case studies
(RQ1–RQ3) with domain experts and a quantitative model evalua-
tion (RQ3) to demonstrate the system’s depth in handling real-world
tasks. In the following section, we present a user study (RQ1, RQ2)
to assess the system’s accessibility and workflow efficiency for a
broader range of users.

Study Protocol. The two experts who conducted the case stud-
ies, EC (a data scientist in privacy preservation) and ED (a machine
learning researcher), had collaborated closely with us during the
design process, helping to define the system’s requirements (as
detailed in Sec. 3). Due to their deep familiarity with the system’s
conceptual model, visualizations, and interactions, they did not
require additional training. Each expert participated in a 40-minute
session for their respective case. The task was exploratory, with a

2https://github.com/fickleee/TSEditor

https://github.com/fickleee/TSEditor
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Figure 8: The analysis and editing process of the REFIT Electrical Load Measurements Dataset. A) Identifies abnormal nighttime
electricity consumption patterns. B) Detects weekend routine behaviors by comparing weekday and weekend consumption
patterns. C) Modifies the nighttime abnormal behavior, obscuring sensitive information while preserving data integrity. D)
Refines the weekend routine behavior by time series decomposition without distorting the essential patterns. E) Evaluates the
effectiveness of the edits.

high-level objective: “Use TSEditor to identify and mitigate any pat-
terns you believe could pose a privacy risk, with the goal of preparing
the dataset for safe public release.” During the sessions, the experts
were encouraged to follow a think-aloud protocol [28], and the role
of the authors was strictly that of passive observers, only interven-
ing to resolve technical issues.

5.1 Case 1: REFIT Electrical Load Measurements
Dataset

Case Setting. The REFIT electrical load measurements dataset [57]
we used comprises electricity consumption measurements collected
from 20 households in Loughborough. Raw data, recorded at 6-8
second intervals, were downsampled to a uniform 1-minute resolu-
tion for consistency. The processed data for March 2015 was used,
due to discrepancies in time coverage and missing values. The final
dataset comprises 864,000 records (22.7 MB) with aggregated active
power (Watts) as the primary metric. The objective of implement-
ing privacy-preserving processing on this dataset is to facilitate its
secure publication for downstream time series prediction tasks.

Anomalous night-time electricity consumption. After load-
ing the data, EC began her analysis in the ranking view, where she
was drawn to the user with the highest computed risk score. Se-
lecting this user, her attention was caught by a chain of prominent
outliers in the stream view (Fig. 8A1). Hovering over one of these

points revealed they all belonged to User 8, whose detailed con-
sumption curve was automatically displayed below (Fig. 8A2). EC
was surprised to find a highly anomalousmagnitude-based risk:
sharp consumption peaks between 5:00 and 7:30 AM, with virtually
no usage during typical evening hours. This stark deviation from
normal behavior was corroborated in other identification views:
User 8’s arc in the radial view stood out with an intense color satu-
ration (Fig. 8A3), while the glyph that deviates the farthest under
the spike tag in the pattern view belongs to User 8 (Fig. 8A4, RQ1).

EC determined this unique, reversed-schedule pattern consti-
tuted a high re-identification risk and dragged User 8’s data into
the edit view for mitigation. Her primary concern was the time-
sensitive nature of the data, but completely removing the morning
peak would sacrifice valuable information. She therefore opted for
a more nuanced approach. First, she used the move-x tool to shift
the entire 5:00-7:30 AM segment to a more conventional morning
period around 8:00 AM, obscuring the temporal anomaly (Fig. 8C1).
Next, observing that the consumption values were still extreme, she
applied the move-y tool to vertically scale the peak values down by
approximately 50% (Fig. 8C2). Finally, to make the user’s evening
pattern less empty, she used the Clone tool to replicate the usage
pattern betweenmidnight and 5:00 AM to the 6:00 PM slot (Fig. 8C3).
The original data was then masked using removal to prevent po-
tential identification (Fig. 8C4). After processing, EC synchronized
the adjusted data back to the left-side view for verification. Upon
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inspection, the previously anomalous pattern of User 8 no longer
exhibited significant deviation (Fig. 8E1, RQ2).

Weekend routine behavior. To analyze the differences in elec-
tricity consumption patterns between workdays and weekends, EC
switched the navigation bar’s display mode for comparison. She
identified a salient outlier occurring only on weekend afternoons
(Fig. 8B1). Hovering revealed this behavior belonged to User 10,
whose detailed view showed consistent, sharp consumption surges
exclusively on Saturday afternoons (Fig. 8B2). EC hypothesized this
indicated a unique and regular weekend routine, such as a family
gathering, posing a pattern-based privacy risk. She added User
10’s Saturday data (comprising four time series from a one-month
dataset) to the edit view (RQ1).

Among the four candidate time series, EC excluded normal data
from March 7, 2015, retaining three anomalous sequences for pri-
vacy processing. While most users exhibit increased power con-
sumption during weekend afternoons, User 10’s Saturday afternoon
load peaks (sustained above 6kW) were anomalously prominent.
To mitigate privacy disclosure risks, EC decided to smooth these
peaks and reduce fluctuations. To better achieve these two objec-
tives, she decomposed each original time series into low-frequency
(trend) and high-frequency (residual) components (Fig. 8D1). She
then applied the move-y operation only to the low-frequency trend
component, reducing the prominent peak from over 6,000 to a more
typical 4,000 Watts (Fig. 8D2), preserving the overall consumption
trend. Subsequently, she used the curve tool on the high-frequency
residual components, applying a half-value template to attenuate
the signal’s sharp fluctuations (Fig. 8D3), preserving essential oscil-
latory characteristics. After modification, the outlier was gone from
the stream view (Fig. 8E2). While the user’s Saturday afternoon
electricity consumption still exhibited an increased pattern, it no
longer appeared anomalous (Fig. 8D4, RQ2).

5.2 Case 2: Capture-24 Activity Tracker Dataset
Case Setting. The Capture-24 activity tracker dataset for human
activity recognition [15] we used contains Axivity AX3 wrist-worn
activity tracker data collected from 151 participants around the
Oxfordshire area, nearly 4,000 hours of wearable camera data with
labeled activities (e.g., home activity, sports, sleeping). The analysis
focuses on 43 users with complete 24-hour acceleration records,
enabling a comprehensive assessment of daily activity patterns.
The resulting dataset comprises 61,920 triaxial (x, y, z) accelera-
tion samples, occupying 6.54 MB after preprocessing. We edit this
dataset to mitigate privacy risks while maintaining its utility for
downstream classification tasks.

Upon loading the dataset, ED initiated exploratory analysis by
examining the three variables (x, y, and z axes) to assess overall data
distributions. The initial inspection revealed an obviously higher
concentration of outliers along the y-axis (Fig. 1B), prompting a
more focused investigation of anomalous y-axis readings.

Motion pattern identification. ED first hovered over an ex-
treme outlier, and then a tooltip displayed its annotation “MET8.0”
(Fig. 1B1), indicating vigorous physical activity. This observation led
him to hypothesize that these deviations were caused by vigorous
physical activity. He confirmed this by inspecting other outliers,
noting that two of the most extreme instances, from User 12 and

User 131, were both tagged as high-intensity exercise (Fig. 1B1, B2).
ED then dragged both users’ data into the editing interface for a
deeper analysis of the potential privacy risks (RQ1).

For User 12, the issue was a clear, habitual morning run between
7:00 and 8:30 AM (Fig. 1B3). While the activity itself was not un-
usual, its consistent and unique timing created a strong, temporally
identifiable signature. To mitigate this time-based risk without
losing the valuable activity data, ED decided to relocate the pattern.
He used the clone tool to copy the 7:00-8:30 AM exercise sequence to
a more common workout period in the afternoon (4:00 PM, Fig. 1E1)
and then masked the original morning segment using the removal
tool (Fig. 1E2).

For User 131, the risk was different. The afternoon exercise time-
framewas common, but the continuous, extreme acceleration spikes
suggested potential critical incidents like falls or collisions, creating
a unique pattern-based risk (Fig. 1B4, D1). Before intervening, ED
first inspected the editing operations recommended by the system,
indicated by a lightbulb icon (Fig. 1E3). According to the sugges-
tion, he opted to employ the curve tool for a precise, non-linear
adjustment, selectively reducing the magnitude of only the most
extreme spikes by approximately 25% while leaving other values
untouched (Fig. 1E4). After applying the changes, ED clicked the
synchronization button and confirmed in the identification views
that the previously prominent outliers for both users had been
mitigated (RQ2).
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Figure 9: Non-wearing pattern detection in Case 2. A) De-
tects non-wearing periods using the radial and pattern views,
highlighting abnormal gaps in acceleration data patterns. B,
C) Show the correction process where the expand operation
is applied to remove the non-wearing segments, preserving
the overall data integrity while mitigating privacy risks.

Non-wearing pattern detection. Leveraging domain exper-
tise, ED identified deliberate device removal during sensitive peri-
ods (resulting in sustained zero-values or flatlined signals) as user
privacy-protection behaviors, warranting the exclusion of these
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segments to prevent potential identification. Returning to the radial
view, ED adjusted the color mapping to highlight near-zero values.
While sustained zero-values (white bands) are normal during sleep
hours (Fig. 9A1), two users (72 and 97) exhibited identical patterns
during other periods (Fig. 9A2). To validate this, he turned to the
pattern view and selected the plateau category. The glyph distribu-
tion (Fig. 9A3) confirmed his suspicion, showing a distinct cluster
of low-magnitude, low-variance plateaus. Brushing this cluster fil-
tered the card list to reveal the specific flat-line segments, which
leads to the same conclusion (RQ1).

ED then dragged the three-axis (x, y, z) data of the two users
into the editing interface for detailed inspection. He observed con-
stant acceleration across all three axes (Fig. 9B1, B2), and decided
to exclude these non-wearing periods. For User 97, he used the ex-
pand tool, selecting only the segments with valid activity data and
stretching them to fill the timeline (Fig. 9C2). After that, ED noted
that User 72 required the same modification. Instead of repeating
the steps manually, he utilized the automated batch-apply feature.
With a single click, the system reused the expand operation and
applied it to User 97’s series (Fig. 9C1), improving the workflow
efficiency. A final synchronization confirmed in the radial view that
the anomalous white bands for both users had been successfully
removed (Fig. 9A4, RQ2).

5.3 Expert Interview
We conducted semi-structured expert interviews with four external
experts, EF, EG, EH, and EI. EF and EG are researchers with over
three years of experience in time series analysis. EH is a UI designer
with a strong background in user-centered design. EI is a machine
learning practitioner who frequently collects and publishes data.

All expert interviews were conducted one-on-one through an
online video conferencing platform. The interview procedures were
as follows. First, we walked the participants through the basic func-
tionalities of TSEditor. Next, the aforementioned two case studies
were demonstrated to the participants. The participants could in-
terrupt and raise any questions freely during the demonstration.
Finally, we solicited the participants’ comments and feedback re-
garding the effectiveness, usability, and learnability of TSEditor. The
results are as follows.

Effectiveness. All four experts confirmed the effectiveness and
intuitiveness of TSEditor. EF, EG, and EH particularly praised the
stream view for its utility in analyzing value-sensitive privacy risks:
“After loading the dataset into the system, I could immediately identify
problematic patterns in the stream view and further validate them
through interactive exploration across other linked views (RQ1).” EF
highlighted the critical importance of implementing both undo/redo
functionality and real-time dataset export features: “These capa-
bilities allow for iterative refinement during editing processes while
maintaining multiple versions of the dataset for subsequent selective
analysis and comparison (RQ2, 3).” EI mentioned that when work-
ing with public datasets, volunteers usually need to sign consent
agreements. “If there were a system that could help me handle the
privacy issues, I would be very willing to use it,” commented EI.

Usability. All four experts agreed that TSEditor is useful for
privacy-preserving tasks. EH emphasized the practical value of the
removal feature, particularly appreciating its automated historical

data retrieval capability, which is crucial for addressing awide range
of privacy preservation challenges across different contexts (RQ2).
EF and EH both expressed strong approval of the component view,
stating, “The component design is beneficial for managing, comparing,
and editing multiple time series simultaneously, providing a clear and
organized interface for complex tasks (RQ2).” EG expressed a strong
preference for the radial view, saying, “The layout maintains clarity
even when dealing with numerous individuals, effectively preventing
overlap and visual clutter that commonly occurs in other representa-
tions, allowing for easier comparison of diverse data patterns across
users (RQ1).”

Learnability. All four experts appreciated that our system is
highly user-friendly and requires minimal learning time. They
noted that, with only a brief introduction and demonstration, they
clearly understood the interaction methods and the implementation
effects of each editing operation. EH commented, “The icons for
editing operations are intuitive, and the time series manipulation feels
responsive and seamless, providing a smooth user experience.”

Improvement. In addition to the above comments, the experts
also provided some valuable advice. EH recommended adding a
search functionality, noting that “when I edit out an outlier, I cur-
rently have to manually scroll to relocate its detailed view - a search
box would significantly improve this workflow.” EF suggested in-
corporating additional reference elements in the component view,
such as an average time series component across multiple records,
to facilitate the editing process. We plan to incorporate them in
subsequent iterations of the system.

5.4 Model evaluation
To quantitatively assess whether the editing operations compro-
mise data utility, we adopted the standard evaluation protocol es-
tablished in representative time series research (e.g., TimeGAN [92],
TimeVAE [19]). We evaluated the performance of downstream ma-
chine learning models on both the original and edited datasets from
our case studies. As argued in prior work, comparable performance
in downstream tasks serves as a robust indicator that the processed
data preserves the underlying temporal dynamics and conditional
distributions essential for analysis. Thus, we aimed to verify that
TSEditor’s privacy-preserving modifications did not significantly
degrade the performance of common analytical tasks. Additionally,
to benchmark against fully automated techniques, we implemented
a standard automation baseline using the IBM Differential Privacy
Library [34]. The detailed experimental setup, data processing,
model parameters, and results are in the supplementary material.

Prediction (Case 1). For the REFIT consumption dataset, we
performed a time series prediction task using TimeMixer [83]. The
results indicate that the edits had a negligible impact on forecasting
performance. The Mean Absolute Error (MAE) and Mean Squared
Error (MSE) between the original and edited datasets showed mini-
mal relative changes of only 1.12% and 0.89%, respectively (RQ3).

Classification (Case 2). For the Capture-24 activity tracker
dataset, we evaluated a classification task using the official bench-
markmodel3. The model’s performance on the edited data remained
nearly identical to its performance on the original data across four
standard metrics, including Balanced Accuracy and Macro F1 Score

3https://github.com/OxWearables/capture24

https://github.com/OxWearables/capture24
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(RQ3). Comparative results show that the automated baseline led
to an observable performance drop. Furthermore, we provide
detailed class-wise performance metrics in the supplementary ma-
terial, showing that recognition rates for specific activities involved
in the edits remained at a comparable level (RQ3).

Overall, these evaluations suggest that TSEditor can mitigate
privacy risks while preserving high data utility for downstream
analytical tasks.

6 User Study
While the case studies demonstrated TSEditor’s capabilities in ex-
pert scenarios, we conducted a task-based user study4 to verify
whether the system enables broader users to perform the core tasks
of identification (RQ1) andmitigation (RQ2) efficiently, and to assess
the overall usability of the workflow. As no comparable interactive
system for time series privacy editing exists (described in Sect. 2.2),
this study was designed as a formative evaluation of TSEditor’s
novel workflow and usability. Consequently, a baseline comparison
against manual methods (e.g., scripting) was omitted, as our goal
was to assess the specific design contributions of our system, rather
than to simply prove the advantages of a dedicated tool.

6.1 Participants
We recruited 12 participants (7 female, 5 male; aged 18-27, M = 23,
SD = 2.66), denoted as P1 to P12, via university forums and social
media. The participants hailed from a diverse range of academic
backgrounds, including computer science (2), electronic engineer-
ing (2), optoelectronics (1), mathematics (1), chemistry (1), civil
and hydraulic engineering (1), biological sciences (2), and medicine
(2). We screened for participants who had a basic understanding
of and varying degrees of experience with handling time-series
data. Specifically, in a pre-study questionnaire, all participants self-
reported their familiarity with time series data on a 5-point Likert
scale. We required a score of at least 3 to be included in the study.
On average, participants had 2.4 years of experience working with
time series data.

6.2 Procedure
The study was conducted both in-person and remotely to accom-
modate participants’ schedules and preferences. In-person sessions
took place in a quiet university lab, while remote sessions were con-
ducted via video conferencing software. Regardless of the setting,
the entire session was managed through the conferencing software,
which was used to record participants’ on-screen activities and
audio commentary for subsequent analysis. The session lasted for
about 75 minutes, after which each participant received 60 CNY in
appreciation for their time. The study procedure was structured
into three main phases: a training phase, a main task phase, and a
post-session feedback phase.

Training Phase (∼25min) - Participants watched a 15-minute
video tutorial that provided both a brief overview of the study’s
research background and an introduction to the user interface and
core functionalities of TSEditor. Following the tutorial, they were

4The user study has been approved by State Key Lab of CAD&CG, Zhejiang University.

given a 10-minute free exploration task with a step-count dataset.5
This allowed them to familiarize themselves with the system’s
visual encodings and interactive features before proceeding to the
main tasks.

Main Task Phase (∼35min) - In this core phase, participants
worked with the electricity and capture datasets previously featured
in our case studies. To ground the evaluation in a realistic context,
we moved beyond blind exploration and designed five tasks that
simulate a common privacy threat: a linkage attack using exter-
nal information. We provided participants with five descriptions
of unique individual patterns. For each description, they were in-
structed to perform a two-step process: 1) explore the dataset to
identify the user or time series segment that matched the exter-
nal information, and 2) apply arbitrary editing operations to the
identified sequence to mitigate the privacy risk. After each task,
they were prompted to synchronize the data to visually assess if the
original pattern’s risk was successfully diminished or eliminated.
Further details on the external information for the tasks can be
found in the supplementary material.

Post-session Feedback Phase (∼15min) - After addressing the five
tasks, participants were asked to complete two standard question-
naires: the System Usability Scale (SUS) [10] to measure perceived
usability and the NASA-TLX [33] to assess cognitive workload.
The session concluded with a semi-structured interview to gather
qualitative feedback on their overall experience with TSEditor.

6.3 Quantitative Results
Task completion time. All participants successfully completed
all five tasks, correctly identifying the individual or segment that
matched the external information (RQ1) and subsequently edit-
ing the data to diminish the pattern’s privacy risk (RQ2). Detailed
completion times are presented in Fig. 10. On average, participants
spent 89 seconds on the risk identification phase and 102 seconds on
the editing phase for each task. More specifically, a deeper analysis
revealed a significant interaction between the risk type and the time
required for each phase. In the identification phase, participants
were substantially faster at locating time and value risks compared
to the more time-consuming task of identifying complex patterns.
Interestingly, this trend inverted in the editing phase: participants
spent considerably more time performing careful edits on time and
value risks than they did on pattern risks. This suggests that the
primary challenge of time and value risks lies in the deliberate, fine-
grained modification process. In contrast, for pattern risks, the main
effort was concentrated in the initial, more complex identification.

Editing Operation Usage. Participants demonstrated high effi-
ciency, requiring only 2.4 operations on average to resolve each task.
This suggests the provided operations are powerful and well-suited
to the tasks, sparing users from tedious low-level manipulation.
We also observed a broad adoption of the toolset, with most par-
ticipants (10/12) using four or more distinct operation types. In
terms of frequency, clone (52 uses) and curve (39 uses) were the
most favored. Our qualitative analysis reveals that this preference
is strongly linked to users’ editing strategies for data plausibility.

5The step-count series used is part of the Fitbit Fitness Tracker Data, available at:
https://www.kaggle.com/datasets/arashnic/fitbit.

https://www.kaggle.com/datasets/arashnic/fitbit
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Figure 10: The quantitative results of the user study. (A) Task completion time per task, split by the risk identification and
editing phases. (B) Score distribution for the SUS questionnaire. (C) NASA-TLX cognitive workload scores, broken down by its
six subscales.

SystemUsability Scale (SUS). Participants rated the usability of
TSEditor highly, with the system achieving an average SUS score of
85.5 (see Fig. 10B). This score is well above the industry average and
falls into the𝐴+ grade category (scores above 84.1), which indicates
an excellent level of perceived usability [45]. Further analysis of
the questionnaire highlights that the system’s consistency and
integration were its most commendable qualities.

NASA-TLXWorkload. To assess the cognitive load, we used
the NASA-TLX questionnaire, where lower scores indicate lower
workload. The overall workload score for using TSEditor was very
low (M = 17.97, SD = 13.31), indicating that the system was not
cognitively demanding for the analytical tasks. A deeper analysis of
the six NASA-TLX subscales provides amore nuanced picture of this
low workload. The primary contributors were Mental Demand (M
= 30.5) and Effort (M = 30.42), which is expected given the inherent
complexity of the data analysis scenarios. Crucially, the Frustration
score was exceptionally low (M= 3.92), a key indicator of interaction
quality. This pattern suggests that the cognitive load experienced
by participants was intrinsic to the analytical challenge itself. As
described in Cognitive Load Theory [75], this demonstrates that
the system successfully minimized the extraneous cognitive load
typically induced by a poorly designed user interface.

6.4 Qualitative Results
Our qualitative analysis, derived from the think-aloud protocol [28]
during the tasks and semi-structured interviews, revealed nuanced
insights into the user experience of TSEditor. Corroborating the
quantitative SUS and NASA-TLX scores, participants’ feedback de-
scribed the workflow as highly usable and intuitive. This effective
design appeared to minimize extraneous cognitive load, enabling
users to concentrate on analytical challenges rather than the me-
chanics of the tool. Beyond this general feedback, our analysis
identified two key themes regarding their analytical strategies:

6.4.1 Navigating the Trade-off between Data Plausibility and Pri-
vacy. Interviews revealed the mental models guiding participants’
editing behaviors. Central to this was a trade-off between mitigat-
ing privacy risks and maintaining data plausibility, which led users
to develop sophisticated, in-situ strategies. Many participants were
deliberate in their process, aiming to makemodifications that would
seamlessly blend with the surrounding data, rather than appear
as obvious manipulations. As P8 articulated, their thought process
was focused on “how to make the edit seem reasonable,” rather than
simply removing the sensitive pattern. A common heuristic was the
principle of “minimal intervention,” where P9 aimed to “modify the
fewest points possible.” To enhance plausibility, participants would
creatively combine tools. For example, P6 developed a two-step
process of first using Clone to replace a pattern and then applying a
subtle Curve adjustment, explaining: “the result would not appear as
an exact duplicate.” Crucially, the system’s visual feedback mech-
anism was instrumental in building user confidence. The ability
to preview edits and compare before-and-after states reassured
participants that their changes achieved the intended effect, which
P9 cited as key to “trust the results.”

6.4.2 Divergent Perspectives and Aspirations for Advanced Func-
tionality. Participants’ feedback on specific views revealed diverse
analytical strategies and preferences. The radial view elicited the
most polarized reactions. P2 found it innovative and effective for
comparison, with P10 emphasizing its analytical depth through
color mapping for more detailed exploration. In contrast, partici-
pants accustomed to Cartesian plots reported a learning curve (P9,
P11). These results suggest the radial view serves as a specialist
complement to conventional visualizations, whose effectiveness
appears to depend on user background. Participants also identified
opportunities for enhanced functionality to support more efficient
and customized workflows. Beyond these, several participants
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(P3, P5, P10) desired more intelligent assistance, such as features to
learn from their editing habits and apply similar adjustments (P10).
They suggested such improvements would reduce repetitive work
and better align the system with their individual strategies.

7 Discussion
In this section, we discuss interaction impacts, trade-off between
privacy and faithfulness, scalability, limitations, and future work of
the proposed system.

7.1 Interaction Impact on Data Characteristics
Regarding the preservation of key time-series characteristics, we
identify a distinct hierarchy of invasiveness across our editing tools.
At the foundational level, move-x and move-y are conservative:
they shift data coordinates without altering the internal relation-
ships between data points, strictly retaining the signature of the
original behavior. In contrast, expand and curve are distortive: they
perform transformations based on the original data. While they
modify attributes like duration or intensity, the edited sequence
maintains a relatively high correlation with the original structure.
Finally, clone and removal are destructive: they fundamentally
replace the original data segment. This represents the most sig-
nificant alteration to data characteristics, as the unique pattern is
substituted with an alternative. Given this variance, the optimal
strategy prioritizes the most appropriate intervention tailored to
the specific threat. Human expertise is therefore essential to navi-
gate this trade-off, utilizing conservative tools where possible while
strategically deploying high-strength, destructive operations when
critical privacy risks necessitate complete cover-up.

7.2 Trade-off between Privacy and Faithfulness
A fundamental conflict highlighted by our case studies is the tension
between data privacy and data faithfulness. Mitigating a high-risk
issue inevitably alters a characteristic time series that contributes to
dataset diversity. We argue that this constitutes an inherent paradox
of uniqueness: the statistical distinctiveness that renders a time
series scientifically interesting is often identical to the feature that
makes it vulnerable to re-identification. Unlike automated methods
that indiscriminately suppress such deviations, TSEditor empowers
experts to navigate this conflict by leveraging domain knowledge
to decouple sensitive attributes from valuable data semantics. This
allows analysts to distinguish between dimensions that pose severe
risks, such as precise timing, and those that are benign, such as the
morphological wave shape. Consequently, they can apply targeted
interventions that mitigate the specific risk while maximizing the
preservation of the underlying behavioral distribution. Thus, we
hope to redefine “faithfulness” not as the rigid preservation of raw
values, but as the retention of plausible data semantics within safe
privacy bounds.

7.3 Scalability
Regarding population scalability, the system’s applicability is
constrained not by the total dataset size, but by the number of
high-risk individuals. Fundamentally, our approach operates as
an anomaly detection workflow. Since the volume of anomalies is
typically limited to a manageable range, the need for exhaustive

inspection is inherently avoided. Instead, the system remains effec-
tive for large-scale datasets by focusing solely on the sparse subset
of distinctive cases. However, for highly heterogeneous large-scale
datasets, it remains an open challenge requiring future research.

Regarding temporal scalability, handling long time series in-
evitably necessitates data abstraction to accommodate visual res-
olution limits. To mitigate the potential loss of patterns during
this process, TSEditor features fully configurable aggregation and
downsampling parameters. This design empowers users to inter-
actively tune the visual granularity to match the specific temporal
dynamics of the data , effectively offsetting resolution constraints
and ensuring that patterns of interest remain discernible.

7.4 Limitations and Future Work
We identify several limitations that require deeper discussion. Re-
flecting on these challenges guides our roadmap for future work,
aiming to address fundamental open problems in interactive time-
series editing and trusted data sharing.

7.4.1 Multivariate relationships and constraints. Currently, TSEdi-
tor supports multivariate data via a “multiple univariate” strategy.
Our system treats each variable independently, visualizing and
inspecting them as separate time series within the identification
views. Simultaneously, we support the mitigation of multivariate
through batch editing. However, treating variables independently
may neglect inter-variable dependencies like correlations, invit-
ing cross-variable inference attacks where sanitized patterns are
reconstructed via associated unedited variables. Furthermore, the
current univariate detection strategy overlooks risks arising from
joint variable interactions. To address this, future work could in-
tegrate relation-based exploration views to visualize the dynamic
relationships between variables. This would enable users to iden-
tify distinctive attribute combinations, e.g., high physical activity
accompanied by a low heart rate, that may uniquely characterize
individuals despite appearing normal in isolation. Additionally, to
prevent semantic inconsistencies caused by independent modifi-
cations, future research could explore constraint-based editing or
causal propagation models that automatically synchronize edits
across correlated variables.

7.4.2 Interaction fluidity and data plausibility. The isolation of edit-
ing in TSEditor addresses the incompatibility between risk-centric
visual metaphors (e.g., radial layouts) and precise Cartesian manipu-
lation, while ensuring operations on raw data. However, this separa-
tion disrupts workflow continuity, necessitating context switching
to relocate identified risks within the editing environment. Future
research could investigate in-situ editing paradigms via focus +
context techniques to reconcile these visual and resolution discrep-
ancies, seamlessly unifying exploration and modification. Moreover,
regarding editing mechanics, the current hard selection boundaries
prioritize control but may introduce unnatural discontinuities. To
enhance data plausibility, future work could adopt gradient-based
weighting techniques, such as smooth brushing [20], to blend edits
seamlessly with adjacent data points, ensuring alterations remain
indistinguishable from natural variations.

7.4.3 Evaluation and feedback mechanisms. Regarding quantitative
evaluation, while we adopt standard downstream task performance,
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we acknowledge that such macroscopic metrics may mask local dis-
tortions. Crucially, existing benchmarks for time series generation
prioritize distributional fidelity over targeted risk mitigation. To
address this, the community requires the establishment of privacy-
aware and task-specific benchmarks designed to rigorously quantify
the trade-off between privacy gain and local feature preservation.
Simultaneously, regarding the interaction feedback loop for data
quality and utility, TSEditor relies on post-hoc verification, as the
impacts are inherently task-dependent, making universal real-time
metrics computationally non-trivial. Consequently, future work
could develop lightweight models to provide instantaneous esti-
mates of utility loss during the editing process.

8 Conclusion
In this work, we present TSEditor, an interactive time series editing
system that empowers experts to visually analyze privacy risks,
interactively edit time series, flexibly manage multiple series, and
intuitively assess editing impacts. We first summarize the taxon-
omy of time series data privacy and propose corresponding editing
approaches. We further design coordinated views with privacy-
sensitive visualizations and integrate six user-friendly editing op-
erations. The effectiveness and usability of the tool were demon-
strated through a multi-faceted evaluation conducted on real-world
datasets, including two case studies, an expert interview, a model
evaluation, and a user study. In the future, we will extend the tool
to address the limitations observed and deploy it online for more
secure data-sharing practices.
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