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Abstract

Publishing time series datasets raises substantial privacy concerns,
as the underlying patterns (e.g., trends, values) can lead to the
disclosure of individual identification. Mitigating these concerns re-
mains challenging due to difficulties in pinpointing specific privacy-
leaking patterns and protecting them without significantly compro-
mising the analytical utility of the published data. Existing methods
remain vulnerable to identity attacks utilizing diverse temporal
patterns and may compromise data utility for subsequent analytical
tasks. To address these limitations, we collaborated with domain
experts to summarize a taxonomy of privacy risks in time series
data and developed TSEditor, an interactive editing system. TSEd-
itor integrates coordinated views for multi-perspective analysis
of privacy risks and introduces six editing operations for targeted
modifications, providing visual feedback. We demonstrate the ef-
fectiveness and usability of TSEditor through two case studies, an
expert interview, a model evaluation, and a user study.

CCS Concepts

« Human-centered computing — Interactive systems and
tools.
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1 Introduction

The sharing of time series data offers substantial analytical oppor-
tunities across various domains, such as healthcare [16, 42], en-
ergy [25], and transportation [85], enabling informed data-driven
decision-making and facilitating innovation for temporal data re-
search [31, 39, 100]. However, releasing raw time series datasets
poses significant privacy risks, particularly when they involve
human-related data, since such datasets may inadvertently reveal
confidential temporal patterns [41, 52, 61]. For instance, house-
hold electricity consumption data may reveal personal habits, such
as daily routines or appliance usage patterns [66]. To mitigate
these risks, it is essential to process time series data with privacy-
preserving techniques before publication, ensuring both data utility
and individual confidentiality.

Traditional privacy-preserving methods for time series datasets
involve treating them as time-varying multi-attribute records and
applying classic privacy-preserving techniques [29] to remove sen-
sitive information, such as identifiable attributes like names and
addresses. However, individuals may still be identifiable through
temporal patterns or by combining other information sources, lead-
ing to linkage attacks [69]. To address privacy risks from a temporal
perspective, anonymization, such as erasing sensitive patterns, can
be done manually using spreadsheet software or custom coding.
However, these methods are labor-intensive, error-prone, and not
scalable. Recent research has explored automatic methods [43, 66],
often based on techniques like differential privacy [22]. However,
these approaches may introduce excessive noise that obscures im-
portant patterns, offer insufficient protection, or lack controllable,
interpretable ways of balancing data utility and privacy. Therefore,
many time series datasets are withheld entirely to avoid privacy
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Figure 1: The interface of TSEditor. A) The ranking view guides user attention by ranking individuals according to a computed
privacy risk score. B) The stream view identi es magnitude-based risks by visualizing outliers against the dataset's overall
distribution, represented as a continuous streamgraph. C) The radial view reveals time-based risks by encoding user data into
concentric rings, facilitating the discovery of cyclical patterns and synchronous behaviors. D) The pattern view automatically
detects and visualizes pattern-based risks using a glyph-based scatterplot linked to a thumbnail list. E) The edit view provides a
suite of direct manipulation tools for targeted risk mitigation, categorized into time perturbation, magnitude perturbation, and
pattern substitution. F) The component view enables e cient management and decomposition of multiple time series.

risks, severely hindering their potential for collaborative analysis  exible toolkit that allows for precise, targeted modi cations, sup-

and societal bene t [61]. ports nuanced trade-o s between privacy and utility, and provides
Motivated by the limitations of existing methods, we collaborate  immediate feedback to build trust and con dence in the process.
with time series data analysts to propose an interactive, control- To address these challenges, we propose TSEditor, a novel inter-

lable, and interpretable approach for detecting and addressing  active system that helps data owners identify and mitigate privacy
temporal privacy risks in time series datasets, enabling e cientand  risks in time series datasets, thereby achieving more secure dataset
e ective privacy preservation during the data publication process. publication. First, we built a taxonomy for temporal privacy risks
Developing such an approach poses the following two challenges: and designed multi-facet visualizations to assist users in identifying

The Discovery Challenge: How to empower data owners these risks. Second, we adopt the paradigm of direct manipulation
to e ectively discover diverse and subtle temporal privacy to develop an interactive time series editing framework that enables
risks? A fundamental premise of our work is that privacy risks in  privacy risk mitigation through intuitive operations.
time series primarily stem from data features that are relatively In summary, the contributions of this study are as follows:

unique within the dataset. These threats manifest as anomalous
magnitudes, unique temporal regularities, or distinctive sequen-
tial patterns that act as behavioral ngerprints, enabling user
re-identi cation. The core challenge lies in designing a visual an-
alytics environment that guides human attention and empowers
users to comprehensively identify these hidden threats from di er-
ent, complementary perspectives.

The Mitigation Challenge: How to provide an intuitive and
controllable framework for mitigating these risks without
destroying data utility? Once a risk is identi ed, the challenge 2 Related Work
is to formulate an interactive mitigation framework that replaces  Our work is informed by two primary areas of research: time series
rigid, one-size- ts-all algorithms. We need to equip experts with a  privacy preservation and time series visual analytics. Accordingly,

We characterized a systematic taxonomy of temporal privacy
risks and a corresponding framework of interactive editing
operations to mitigate these speci c threats.

We developed TSEditor, a novel visual analytics system that
assists users in identifying and mitigating temporal privacy
risks and demonstrated its e ectiveness and usability through
a multi-faceted evaluation.
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this section rst reviews the landscape of privacy preservation, cov- Synthesis methods generate fake data that exhibits distribu-
ering both common attack methods and existing defense techniques. tional characteristics similar to the original data. In the existing liter-
We then survey relevant literature in visual analytics, focusing on  ature, time-series synthesis is primarily dominated by generative ad-
established approaches for time series visualization and interaction. versarial networks (GANSs) (e.g., C-RNN-GABY], TimeGAN [92,

and RCGAN 26). Given the instability of GANS, some researchers
have explored other generative methods. For example, Desai et

2.1 Time Series Privacy Preservation: From al. [19 developed TimeVAE, with interpretable temporal struc-

Attacks to Defenses tures, showing strong performance in time series synthesis. Yuan
Prior work has established that privacy risks in time series data et al. [93] propose Di usion-TS, a di usion-based framework that
often arise from their susceptibility to linkage attacké3. This generates time series satisfying both interpretability and realness.

class of attacks involves an adversary linking a supposedly anony- However, the interpretability of a model's output structure is dis-
mous dataset with external, auxiliary information to re-identify  tinct from the process-level transparency and control needed for
individuals or infer sensitive attributes. The core vulnerability lies interactive work. As a black box , the long and opaque generation
in the fact that rich temporal data can form unique behavioral process of these models fundamentally lacks real-time feedback and
ngerprints . Seminal works have shown that distinctive sequential  direct control required for an e ective, interactive editing work ow.
patterns, such as those found in datasets of movie ratirgf, [mo- In essence, while approaching the problem from di erent techni-
bility traces [17, 71, smart meter readings11], and web browsing cal standpoints, these automated methods share a fundamental lim-
history [6(, are often unique enough to deanonymize individuals itation: they treat privacy preservation as a monolithic, algorithmic
when correlated with other available data sources. The demon- process rather than a nuanced, user-driven task. They consistently
strated feasibility of such attacks underscores the critical need for lack the interactive control, interpretability, and real-time feedback
robust privacy-preserving techniques. that would empower domain experts to make granular, context-

In recent years, numerous studies have been conducted on tempo- aware judgments. This failure to place the user in the decision-
ral privacy-preserving methods for time series data. These methods making loop reveals a critical gap for a new paradigm based on
can be broadly categorized into three types based on their distinct interactive editing.
approaches to processing original data: value perturbation-, tempo-
ral perturbation-, and synthesis-based methods.

Value perturbation methods add noise to the original data, . . . .
which arepwidely used in the framework of Di erentiaIgPrivacy. To 2.2 Time Se_nes Visual Analytlcs' I,:_rom Data
balance the utility of the data with the degree of privacy protec- Exploration to the Need for Editing
tion, Kellaris et al. 3 proposed three major privacy levels, namely  The visual analytics of temporal data plays a pivotal role in di-
event-level, user-level, and w-event level. Atthe event level, privacy verse application domains, such as smart factofg [74, clinical
safeguards are applied exclusively to individual elements within a treatment [80, 97], E-transaction analysis49, 8¢, and urban plan-
time series, which reduces the consumption of the privacy budget ning [50 94. In recent years, a wide array of advanced techniques
but may fall short of providing comprehensive privacy protection for analyzing such data have been proposed and published, span-

for the entire dataset (e.g., Ren et @4, Jiang et al. 3§ and Wang ning both visualization and interaction methodologies [1 3].
et al. [84). User-level privacy provides comprehensive protection Time series visualization. Line graphs [62 have become the
for all data tied to a user (e.g., Zhang et a&§ and Gursoy et most classic method for visualizing temporal data, and there are

al. [30, yet maintaining acceptable utility involves consuming a  also some variations based on this approach, such as time cubjes [
larger privacy budget. A balanced approach, w-event level privacy, When visualizing multiple time series, existing solutions, as iden-
protects consecutive segments consisting of w consecutive times- ti ed by Javed et al. 87, can be classi ed into two broad cate-
tamps to o er a compromise between the precision of event-level gories: shared-space (e.g., simple line gr&2g8g and stacked area
and the broad scope of user-level protection, thereby improving the chart [99) and split-space (e.g., small multipl&¥[77] and horizon
overall privacy-utility trade-o (e.g., Wang et al.§2 and Zhang et graphs Bg). Systems such as TimeSearch&g[ GeoChron [L§,
al. [95). However, these methods lack the ne-grained, interactive and KD-Box P§ widely adopt shared-space layouts because they
control for users to protect speci ¢ high-risk segments based on outperform split-space layouts in identifying overarching trends
domain expertise and context. and patterns in large-scale time series data. However, the dense
Temporal perturbation methods redistribute elements across superposition of lines in shared-space layouts can sometimes ob-
timestamps to obfuscate event timings. While value perturbation scure ner details and introduce visual clutter. To address these
methods do not work in medical and nancial applications where  challenges, dimensionality reductio§ and clustering 7] tech-
precision is critical, temporal perturbation avoids injecting noise, niques have emerged as powerful alternatives for visualizing large-
thereby signi cantly enhancing the accuracy of key time series  scale time series dat&[55 73. Many advanced visual analytics
statistics and manipulations9d. Ye et al. P1] rst proposed a systems (e.g., ECGLer®q, StreamStory 77, and Van Wijk et
temporal perturbation method for time series release, but met is- al. [79) have embedded dimensionality reduction and clustering
sues of missing or repetition. Although these problems can be views to assist in data analysis, enabling users to explore patterns,
avoided PQ, the privacy level needs to be enhanced. Crucially, trends, and relationships more e ectively. However, they are not
the process remains algorithmically driven, preventing users from speci cally designed to support the discovery of privacy leakage
making semantically meaningful modi cations. patterns through visualization.
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Time series interaction. The prevailing interaction techniques
applied to time series data are primarily intended to support more ef-
fective and intuitive exploration of the underlying informatiorgl].

As summarized by Aigner et al3], the basic interaction operations
are systematically categorized into four principal categories: tempo-
ral navigation, direct manipulation, brushing & linking, and dynamic
queries. Navigation in time, a fundamental aspect of temporal inter-
action, is often facilitated by dedicated slidergd. DimpVis [44]
uses direct manipulation to facilitate navigation to points in time.
TimeSplines $9 enables pen-based direct manipulation for expres-
sive timeline authoring. TimeTunerdg and ViDX [89 empower

the selection and analysis of targeted data intervals through brush &
linking. Qetch b1 and RelaQ 47 provide sketch-based techniques
to support time series queries. We also investigated several works
whose interaction objectives align closely with our research. For
example, TimeSeriesMakeg][leverages a tree structure to enable
time series generation through a template-based con guration.

Visual data editing. Beyond speci c time series techniques, our
work is situated within the broader context of visual data editing
and its intersection with data wrangling, where editing serves as
the core operation for transformation. This eld has demonstrated
visualization-based editing for a diverse range of data types, in-
cluding tabular data 40, 87, graph data [/, 23 35, and textual
data [36 53, demonstrating the value of tightly coupled visual and
editing interfaces. However, to the best of our knowledge, no prior
system integrates these general visual editing principles with pri-
vacy preservation speci cally for addressing the unique analytical
and structural challenges of time series data. It is this speci c gap
that TSEditor aims to Il

3 Background and Task Abstraction

This section presents a motivating scenario, the taxonomy of tem-
poral privacy risks and corresponding editing solutions in time
series, and the summarized user requirements for system design.
We collaborated closely with four experienced domain experts
(i.e., EA, EB, EC, and ED) for a year to address the challenge of
privacy protection for time series data. EA and EB are researchers
with over ve years of experience in time series data analysis. EC,
a data scientist, has participated in multiple projects focused on
privacy protection. ED, a Ph.D. candidate specializing in quality
assurance for machine learning applications, frequently engages
in dataset publication as part of his research work ow. During the
collaboration, we speci cally focus on temporal privacy risks,
i.e., sensitive information, which could possibly be leveraged as
quasi-identi ers to link individuals with speci c time series, leaking
from the temporal perspective rather than the metadata associated
with time series. We explore the critical question of how sensitive
information can be potentially extracted from time series datasets
and propose an interactive approach that safeguards against these
temporal privacy risks. Our analysis primarily targets univariate
time series, and partially supports multivariate time series via a
multiple univariate strategy.

3.1 Motivating Scenario

Xuetal.

speci ¢ executive known for their distinctively high activity levels.
Using public knowledge, the adversary executes a linkage attack
exploiting three temporal vulnerabilities:

First, knowing the executive averages over 20,000 steps daily,
the adversary Iters the dataset for this distinct magnitude. This
simple query isolates a small subset of users, including the target,
"User X," from thousands of records.

Next, the adversary re nes this subset by looking for a unique
pattern. Public interviews revealed the executive's routine: early
morning runs on weekdays and long walks on Saturday afternoons.
The adversary matches this exact repeating sequence in User X's
data, which serves as a recognizable behavioral ngerprint.

Finally, to con rm the identity, the adversary leverages abnormal
timing. Knowing the executive participated in a local 10K race
last Sunday morning, they verify that User X's data exhibits a
speci c activity spike aligning perfectly with the race's timeframe.
By combining these magnitude, pattern, and time-based risks, the
adversary de-anonymizes the individual, highlighting the critical
need for tools to identify and mitigate such privacy threats.

3.2 A Taxonomy of Temporal Privacy Risks and
Mitigation Strategies

To establish a systematic taxonomy of temporal privacy risks, we
conducted a thorough literature review and surveyed public time
series datasets. These ndings were then re ned through iterative
discussions with domain experts to ensure practical relevance.

This taxonomy identi es three core types of temporal features
that most directly leak sensitive information. These features, and
the risks they expose, are de ned as follows. For each feature's
associated risk, we proposed a corresponding interactive mitigation
strategy that allows users to make targeted edits.

Time: Risks in this category arise from the abnormal timing
of events. The threat here is not necessarily the activity itself,
but its speci ¢ temporal placement, which often represents
a marked departure from typical behavior. Such unique tem-
poral placements can act as powerful identi ers, especially
when correlated with external information.

Magnitude: This category covers risks exposed by distinct
magnitudes, where the data values themselves are statistical
outliers. The threat lies in the presence of anomalous values,
such as extreme single-point spikes or sustained plateaus,
which are identi able because of their signi cant deviation
from the norm.

Pa ern: This category involves risks from unique sequences,
where the threat lies in the distinctive shape of the sequence.
This shape, formed by a complex arrangement of data points
over time, acts as a behavioral ngerprint even if the indi-
vidual values within it are not statistically extreme. This
includes unique routines or speci c, one-time events recog-
nizable by their characteristic shape or temporal signature.

We investigated solutions to balance privacy risks with analyti-
cal utility. Since automated approaches often lack the contextual
awareness to balance these objectives, a human-in-the-loop process

Imagine a healthcare company releases an anonymized datasetis essential. We therefore developed an interactive framework with

of users' daily step counts. An adversary intends to re-identify a

three classes of mitigation operations This framework enables
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direct manipulation of sensitive temporal features, ensuring the
dataset's integrity while addressing privacy concerns.

To address abnormal timing, the time perturbation oper-
ations modify the time points by shifting timestamps or
stretching time segments, ensuring that the positions of sen-
sitive patterns are obscured while retaining the overall trend
of the data for analysis.

To address distinct values, the magnitude perturbation
operations can be applied to vertically shift data segments or
remap values through interactive curves, concealing unique
uctuations without fundamentally distorting the overall
data distribution.

To address unique sequences, the pa ern substitution op-
erations can be employed to overwrite sensitive temporal
segments with common time segments from other parts of
the dataset, e ectively obscuring sensitive patterns while
preserving the authenticity and analytical value of the data.

3.3 Requirement Analysis

To guide the design of TSEditor, we followed the nested model
for visualization design and validatiorbfg. Over a three-month
collaborative process, we rst characterized the experts' work ows
and challenges, which informed our initial low- delity prototypes.
Through multiple cycles of prototype reviews and feedback, we
re ned the system's functionalities and consolidated the experts'
needs into four key requirements.

R1: Locate privacy-leaking time series and temporal seg-
ments from di erent perspectives. Experts need to nd time
series and temporal segments with temporal privacy risks. A clear
and multi-facet overview of the dataset is requested to understand
its overall structure, identify unusual patterns, and detect potential
privacy risks. For instance, vulnerabilities in both time and mag-
nitude features can emerge within a given interval. Additionally,
multi-scale comparative analysis and selective Itering are essen-
tial. Experts need to nd unique behavioral patterns by comparing
time series between weekdays and weekends or among varying
granularities (e.g., daily, weekly, annual).

R2: Edit time series interactively to mitigate temporal pri-
vacy risks. After the privacy-leaking time series or segment is
identi ed, experts need to address the risks by editing the temporal
features. For each type of temporal feature, the experts require intu-
itive and exible interactions to assist them in performing the cor-
responding operations. For the time features, the proposed system
should facilitate adjustments along the time axis, such as delaying
critical events or redistributing intervals. For the magnitude fea-
tures, magnitude perturbation operations, such as modifying peak
values or scaling amplitudes, are needed to adjust privacy-sensitive
segments. For the pattern features, experts require an approach to
obfuscate the original sensitive patterns.

R3: Apply consistent modi cations across multiple time
series! with similar privacy risks. When dealing with large
datasets, experts often encounter multiple time series that exhibit
similar privacy-sensitive patterns. Moreover, a time series can be
decomposed into multiple series for targeted editing, such as sep-
arating into low- and high-frequency signals. In such cases, they

1our system is evaluated on hundreds of time series.
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require intuitive tools to exibly visualize and compare relevant
time series, and the ability to apply consistent modi cations across
selected groups in a single operation. This ensures temporal coher-
ence and minimizes manual e ort while maintaining data integrity.
R4: Assess the impact of user modi cations on data privacy
and distribution. To ensure informed decision-making, Experts
need to evaluate how their editing operations a ect the privacy
risks (e.g., re-identi cation potential) and statistical properties (e.g.,
outlier distribution) of the dataset. The interface should dynami-
cally update these visual feedback mechanisms as modi cations
are applied, allowing experts to observe trade-o s and unintended
consequences (e.g., over-perturbation skewing trends) This enables
iterative re nement, where users can evaluate the e ectiveness
of their changes and make informed adjustments to achieve the
desired balance between privacy protection and data utility.

4 TSEditor

To address the requirements outlined in Sec. 3.3, we developed
TSEditor, a visual analytics system for the visual identi cation and
interactive mitigation of privacy risks in time series data. TSEditor
incorporates six interconnected views (Fig. 1): (A) the ranking view,
(B) the stream view, (C) the radial view, (D) the pattern view, (E) the
edit view, and (F) the component view. The work ow on TSEditor
has three phases: identi cation, protection, and evaluation (Fig. 2).
Every view corresponds to a speci ¢ work ow phase. The rank-
ing, stream, radial, and pattern views are dedicated to supporting
the identi cation and evaluation phases, providing detailed visual
representations to identify privacy-exposing segments (R1) and
evaluate the impact of adjustments (R4). Accordingly, the edit view
and component view are specialized for the protection phase, em-
powering users to make targeted modi cations of multiple time
series (R3) to address privacy concerns using time perturbation,
magnitude perturbation, and pattern substitution approaches (R2).

Figure 2: The system overview of TSEditor. The architecture
consists of a backend for data processing and a frontend
with a three-stage work ow: identi cation, protection, and
evaluation. The frontend integrates multiple coordinated
views, including ranking, stream, radial, and pattern views
for identifying privacy risks and assessing the impact of edits,
as well as edit and component views for applying targeted
edits and managing multiple time series, thereby supporting
users throughout the complete editing pipeline.
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4.1 Temporal Privacy Risk Identi cation across the entire dataset (R1), the stream view implements a statisti-

To enable the e ective discovery of diverse temporal privacy risks cal data processing pipeline designed to highlight deviations against
across di erent feature types (i.e., time, magnitude, and pattern) the population norm. This view consists of two components: a com-
(R1), the identi cation phase relies on a data processing pipeline. posite overview (Fig. 3A), enhancing traditional box plot principles
This pipeline processes raw time series using techniques such as 0 highlight outliers against a continuous data distribution, and a
data aggregation and pattern detection to compute risk metrics and detail view (Fig. 3B) for individual series inspection.

identify distinctive features. These processed outputs serve asthe 10 € ectively visualize the entire dataset in the overview, we rst

data foundation for four coordinated views. perform a two-stage data preprocessing. First, to capture represen-
tative daily behaviors, we aggregate the data by the day of the week,

4.1.1 Ranking View. To prioritize analyst attention within large-  calculating the average value for each time point across all weeks
scale datasets, which is a core Challenge of risk identi cation (Rl), for each individual. Second’ we app|y tempora| downsamp”ng by
this view serves as an auxiliary analytical starting point, in addition averaging every consecutive points, which reduces visual clutter
to direct exploration in other views. Since detailed visualizations of ~ and accommodates display limitations. It is important to note that
the entire population can be overwhelming, analysts require guid- the current default settings are speci cally optimized for human-
ance to quickly navigate to the most potentially critical data within  centric datasets. However, the underlying processing pipeline is
a large collection of time series. We implement a risk quanti cation  designed to be scale-agnostic. To accommodate data with di erent
pipeline. This framework is grounded in established time series inherent frequeﬂcies7 users can con gure the aggregation granu|ar-
analysis principles$, 70 and re ned through expert discussions. ity (e.g., daily, monthly, or annual) to match the relevant temporal
Formal mathematical de nitions and parameter con gurations for  scale. Similarly, the downsampling factar)(is fully adjustable,
all measures are provided in the supplementary material. For each gajlowing analysts to ne-tune the resolution balance.
individual, the system rst calculates raw severity scores for ve Using this condensed data, the overview visualizes magnitude-
types of anomalies: magnitude outliers identi ed in the stream  pased risks through a design inspired by box plots. For each times-
view, and four temporal motifs (spikes, plateaus, steps, and periodic tamp, we rst compute key statistical percentiles. The underlying
behaviors) detected in the pattern view. For instance, the severity data distribution is then rendered as a streamgraph with two nested
of magnitude anomalies is quanti ed by the total count of detected  bands: a darker inner band for the Interquartile Range (IQR), and a
outliers, whereas plateaus are evaluated based on a duration-to- ighter outer band for the 10th 90th percentiles. Overlaying this
stability ratio. Given the disparate scales of these raw metrics, they stream, data points falling outside a con gurable range (default
are normalized and aggregated using a weighted sum model to pro- g 1. 3 1’5 &' ) are rendered as outliers, using lled dots for
duce a uni ed risk score. In the currentimplementation, weights  weekdays and outline dots for weekends to di erentiate temporal
are pre-con gured based on expert feedback to prioritize high- categories. Also, outliers are linked across time if they belong to
impact anomalies (e.g., spikes). This quanti cation dynamically the same individual and weekday, helping highlight both isolated
orders the list, enSUring individuals exhlbltlng the most distinct points and sustained deviations.
behavioral ngerprints are surfaced immediately for inspection. Complementing the overview, the detail view displays the time
series aggregated by weekday for each individual. This allows users
to move from identifying an outlier to performing a granular inspec-
tion of the speci c individual's behavior. The navigation bar o ers
further exibility, allowing users to adjust the time granularity and
Iter (e.g., weekdays vs. weekends) for deeper analysis.
Interaction. The view supports a seamless analytical work ow
centered on outlier investigation. Hovering over an outlier simulta-
neously highlights its corresponding time series in the overview
and navigates the detail view to the corresponding individual, pro-
viding immediate context for comprehensive analysis.
Justi cation. While many techniques exist for visualizing multi-
ple time series (Sect. 2.2), conventional methods proved inadequate
for our task. We initially explored simple line graph§] and small
multiples [77]. Given the data's scale, line graphs su ered from

Figure 3: The stream view for magnitude- and pattern-based signi cant visual clutter [24], while small multiples lacked enough

risk identi cation. A) The composite overview visualizes the space for detailed representation. An attempt to cluster simple line
dataset's distribution and outliers. B) The detail view enables graphs hindered traceability back to the original data. In contrast,
granular inspection of a selected individual. our composite design retains the statistical power of box plots for ro-

bust outlier detection while embedding these critical points within

a continuous representation of the data's temporal ow, which is
4.1.2 Stream View. Statistical outliers in time series can exposecrucial for holistic analysis.
critical privacy vulnerabilities, manifesting as either anomalous
magnitude or distinctive patterns characterized by abnormal 4.1.3 Radial View. The radial view is designed to analyze privacy
values. To address the challenge of identifying these speci c risks risks related to temporal characteristics ( time ) and quantitative
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Figure 4: The radial view and pattern view. A) The radial view reveals time- and magnitude-based risks via interactive color
mapping and layout reordering. B) The pattern view detects four speci ¢ motifs, visualizing pattern distribution and intensity

through a glyph-based overview linked to a detailed list.

values ( magnitude ) (R1). Each individual's aggregated series is
represented as a concentric ring in a radial stack (Fig. 4A). The
core interaction is a dual-highlighting mechanism enabling multi-
perspective analysis: hovering over any time segment highlights
both the corresponding individual's entire ring (a longitudinal view
of their individual trend) and the same time slice across all individu-
als (a cross-sectional view of population behavior). For ne-grained
individual characterization, a drill-down interaction enables users
to double-click a ring, switching into intra-individual mode, where
each concentric ring represents a single day's data for selected in
dividual. By mapping time to angular positions, the view facilitates
the identi cation of periodic uctuations and temporal trends.

Color mapping adjustment. The default color mapping, nor-
malized by global extrema, is often skewed by outliers, masking
subtle data variations. We therefore introduce a range slider that
allows users to interactively adjust the boundaries of the color
scale. Guided by the data distribution in the stream view and do-
main expertise, users can re ne the color mapping to enable clearer
identi cation of meaningful patterns.

Figure 5: The layout optimization of the radial view. A) The
ordered arrangement of individual rings clusters similar pat-
terns together. B) The revert operation allows users to swap
the order of the inner and outer rings. C-D) The layout op-
timization helps reveal signi cant trends, including aggre-
gated data patterns and cyclical behaviors.

Layout reordering. By default, individual rings are arranged
sequentially by ID, which scatters similar patterns and hinders
the detection of group behaviors. To address this, we employ a
similarity-based sorting strategy adapted from RidgeBuildég[
While standard clustering79 e ectively groups similar time series,
it does not inherently solve the linear ordering problem. This algo-
rithm, proposed in RidgeBuilder, orders individuals into a continu-
ous visual gradient by explicitly minimizing local discontinuities
between adjacent neighbors, thereby revealing visually distinct
sectors of synchronized activity (Fig. 5A). Additionally, a revert
operation allows users to invert the sorting order to mitigate per-
ceptual bias from varying ring circumferences (Fig. 5B). This in-
teractive reordering is critical for revealing subtle structures: it
transforms scattered noise into coherent visual blocks, facilitating
the identi cation of aggregated group behaviors (Fig. 5C), or cre-
ating spiral-like wave patterns that expose time-shifted cyclical
trends across the population (Fig. 5D).

Justi cation. Radial charts o er distinct advantages for visual-
izing temporal patterns and periodic feature4 21]. Their circular
layout inherently mirrors the continuous, cyclical nature of time-
series data, enabling intuitive pattern recognition. While calendar-
and heatmap-based designs are viable alternatives, the radial view
is chosen due to its exibility in adjusting the granularity of time,
allowing users to examine series at various time scales and identify
periodic behaviors more e ectively. Radial line charts were also
considered but dismissed for their space ine ciency and the visual
clutter they produce with large datasets.

4.1.4 PaernView. Thisview automates the discovery of pattern -
based risks (R1) by identifying four temporal motifs: spikes, plateaus,
steps, and periodic behaviors. The detection relies on a set of
statistical rule-based detection algorithms operating on raw time
series data. For instance, point anomalies like spikes are identi ed
using Z-score standardization to ag deviations exceeding statistical
thresholds, while sustained motifs like plateaus are evaluated based
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Figure 6: The interaction of TSEditor. TSEditor supports six interactive editing operations across three privacy-preserving
strategies. Time perturbation includes Move-x, which allows users to horizontally shift time segments, and Expand, which
stretches selected segments to the entire timeline. Magnitude perturbation provides Move-y, which vertically shifts value
segments, and Curve, which enables value remapping through control-point-based transformation. Pa ern substitution
includes Clone, which copies and pastes segments from the same individual, and Removal, which replaces sensitive segments

with candidates retrieved from the dataset.

on a duration-to-stability ratio, where longer segments with lower
rolling variance yield higher signi cance scores. Detected patterns
are visualized in two components (Fig. 4B): a glyph-based overview
and a detail list. The overview maps each instance to a unique
glyph (e.g., a triangle for a spike shown in Fig. 4Bwith position
encoding time and magnitude to reveal distribution clusters. Below,
a card list displays a thumbnail line chart , providing visual evidence
and context for verifying speci c patterns.

Interaction. The glyph overview and the card list are tightly co-
ordinated to support a exible drill-down analysis with range-based
Itering and single-item selection. Brushing a region of interest
(Fig. 4B) performs a targeted selection (e.g., isolating all high-
magnitude spikes in the morning), which instantly Iters the card
list to that corresponding subset. For direct inspection, clicking a
single glyph immediately scrolls the list to and highlights its speci ¢
card. Such interaction facilitates both broad exploration of pattern
groups and rapid examination of individual, high-risk instances.

4.2 Time Series Editing

Expand. This operation allows users to perform temporal
scaling on selected segments while maintaining temporal continuity.
Users rst select multiple temporal segments to preserve and then
dynamically expand them to span the whole duration of the original
series. This is e ective for obscuring the precise length and timing
of a sensitive event while retaining its relative shape. Any data
outside the selected segments is discarded as unwanted.

Move-y. Similar to Move-x, this operation enables vertical
displacement of the selected segments along the value axis. Users
can drag the series to mitigate magnitude-based risks by shifting
an anomalous value range to be more consistent with the norm,
while maintaining its temporal sequence.

Curve. This operation enables ne-grained remapping of
data values through a control panel. In this panel, a mapping curve
de nes the transformation, where the x-axis represents the original
values and the y-axis represents the new, transformed values. By
dragging the curve's control points or using prede ned templates
(e.g., half-value), users can precisely reshape the value distribution,
such as selectively reducing only extreme spikes.

Clone. This operation enables pattern replication from source

4.2.1 EditView. When users select one or more time series for pro-jntervals to target temporal locations, analogous to image editing's

cessing, their work ow centers on the edit view. Corresponding to
the privacy risk taxonomy established in Sec. 3.2, we implemented
three editing categories (R2): 1) time perturbation for time , 2)
magnitude perturbation for magnitude , and 3) pattern sub-
stitution for pattern . Each of them contains both fundamental

copy-paste functionality. By reusing real patterns from the same
individual, the modi ed series preserves plausible characteristics
while obscuring sensitive temporal behaviors.

Removal. This data-driven feature replaces a sensitive pattern
by retrieving plausible alternatives in the dataset. Its replacement

and advanced functional operations. Fig. 6 presents the six corre- candidates are deliberately identi ed by matching the start and end-

sponding operations, along with their interactive mechanisms and
application e ects.
Move-x. This operation provides controllable temporal dis-

placement of selected time series segments along the time axis.

Through intuitive drag-and-drop interaction, users can adjust the
temporal positioning of data segments while preserving original
value distributions.

point values of a segment. This ensures numerical continuity while
providing a diverse set of alternative patterns from which users
can select a substitute that e ectively masks the original pattern.
Additionally, a redo/undo feature is provided to ensure exible
editing experiences. This functionality maintains an exportable
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operation history, allowing users to revert any modi cation step-
by-step during the editing process.

Automated Assistance. To further streamline the editing work-
ow, TSEditor provides two semi-automated assistance features.
First, when a time series is imported into the edit view, the system
analyzes its source and data characteristics and suggests tools for
the user (e.g., the curve tool for a series with extreme outliers).
Second, after a user manually edits a single component, they can
opt to batch-apply that same transformation to all other unedited
components. These features serve to guide users and signi cantly
reduce repetitive e ort in large-scale editing scenarios.

Interaction. Selection constitutes a fundamental prerequisite for
all editing operations. Our implementation incorporates an interac-
tive brushing feature that enables the precise selection of single or
multiple segments for targeted modi cation. The system primarily
adopts direct manipulation as its core interaction paradigm, allow-
ing users to modify time series through intuitive operations while
receiving real-time feedback. This direct manipulation is consistent
with human interaction intuition, thereby improving learnability
and reducing cognitive load during operation.

4.2.2 Component View. The component view is designed to ad-

dress the challenge of applying consistent modi cations across
multiple time series (R3) and enabling ne-grained control over
signal attributes.

Multi-Series Management. At the top level, this view man-
ages the dataset as a collection of independent time series units.
It supports batch editing, allowing users to select multiple series
simultaneously (e.g., a group of individuals exhibiting similar high-
risk patterns). Any editing operation performed in the edit view is
consistently applied to all selected units, ensuring coherent saniti-
zation across the dataset and signi cantly reducing manual e ort.

Figure 7: Time series decomposition in the component
view. The original time series can be decomposed into low-
frequency (trend) and high-frequency (residual) components.
This separation enables granular control over signal at-
tributes, allowing users to apply targeted modi cations to
speci ¢ privacy risks without unintentionally a ecting other
data features.

Time Series Decomposition. To enable granular privacy edit-
ing, the view allows users to decompose a time series into distinct
signal components, speci cally a low-frequency trend and a high-
frequency residual (Fig. 7). This feature addresses the limitation
of monolithic editing, where modifying a risk in one aspect might
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texture of the high-frequency residuals, or conversely, remove dis-
tinct micro-patterns from the residuals without altering the overall
behavioral trend.

4.3 Interaction between Views in TSEditor

All views are tightly linked to support multi-perspective privacy
risk analysis and coordinated editing across time series. When users
hover over any element in one view, the other views automatically
update to display corresponding data and highlight relevant el-
ements in sync 12. This cross-view interaction allows users to
validate insights through multiple visual representations. Users can
drag relevant elements from the identi cation views to directly
transfer time series data to the editing suite. The component view
0 ers ne-grained control over data selection and modi cation for
the edit view, enabling customization based on users' analytical
needs. Once satis ed with the current stage of editing, users ex-
plicitly trigger global updates via a synchronization button to
propagate changes to all identi cation views (R4). This on-demand
synchronization is designed to prevent distracting layout shifts and
performance latency during iterative micro-edits, ensuring a stable
context for assessment.

4.4 Implementation

We employed modern frontend (Vue, TailwindCSS, and Pinia) and
backend (Flask, Python, and NumPy) libraries to develop TSEditor.
The visualization and interaction components are implemented
using D3.js 8]. The processed time series datasets used in our
evaluation and the source code of TSEditor are publicly available on
GitHub?. Additionally, we will deploy TSEditor as an online system
to support broader adoption and facilitate secure data sharing.

5 Case Study

To comprehensively evaluate the e ectiveness and usability of
TSEditor, we structured our evaluation around three key research
questions:

RQ1 (Identi cation): Can risks be identi ed using TSEditor?
RQ2 (Mitigation): Can risks be mitigated using TSEditor?
RQ3 (Assessment): Can mitigation impact be assessed using
TSEditor?

We addressed these questions through a multi-faceted approach
spanning two sections. In this section, we report two case studies
(RQ1 RQ3) with domain experts and a quantitative model evalua-
tion (RQ3) to demonstrate the system's depth in handling real-world
tasks. In the following section, we present a user study (RQ1, RQ2)
to assess the system's accessibility and work ow e ciency for a
broader range of users.

Study Protocol. The two experts who conducted the case stud-
ies, EC (a data scientist in privacy preservation) and ED (a machine
learning researcher), had collaborated closely with us during the
design process, helping to de ne the system's requirements (as
detailed in Sec. 3). Due to their deep familiarity with the system's
conceptual model, visualizations, and interactions, they did not
require additional training. Each expert participated in a 40-minute

inadvertently distort other valuable data features. By separating - session for their respective case. The task was exploratory, with a
these components, users can apply specialized strategies. For exam-

ple, they can smooth a sensitive trend while preserving the realistic  ?https:/github.com/ ckleee/TSEditor
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Figure 8: The analysis and editing process of the REFIT Electrical Load Measurements Dataset. A) Identi es abnormal nighttime
electricity consumption patterns. B) Detects weekend routine behaviors by comparing weekday and weekend consumption
patterns. C) Modi es the nighttime abnormal behavior, obscuring sensitive information while preserving data integrity. D)
Re nes the weekend routine behavior by time series decomposition without distorting the essential patterns. E) Evaluates the
e ectiveness of the edits.

high-level objective: Use TSEditor to identify and mitigate any pat- points revealed they all belonged to User 8, whose detailed con-
terns you believe could pose a privacy risk, with the goal of preparingsumption curve was automatically displayed below (Fig,84A&C
the dataset for safe public release. During the sessions, the expertavas surprised to nd a highly anomalous magnitude-based risk:

were encouraged to follow a think-aloud protocd§, and the role sharp consumption peaks between 5:00 and 7:30 AM, with virtually
of the authors was strictly that of passive observers, only interven- no usage during typical evening hours. This stark deviation from
ing to resolve technical issues. normal behavior was corroborated in other identi cation views:

User 8's arc in the radial view stood out with an intense color satu-
ration (Fig. 84), while the glyph that deviates the farthest under
5.1 Case 1: REFIT Electrical Load Measurements ~ the spike tag in the pattern view belongs to User 8 (Fig48RQ1).
Dataset EC determined this unique, reversed-schedule pattern consti-
) ) tuted a high re-identi cation risk and dragged User 8's data into
Case Setting. The REFIT electrical load measurements datés#t [ the edit view for mitigation. Her primary concern was the time-
we used comprises el_ectr|C|ty consumption measurements collected gansitive nature of the data, but completely removing the morning
from 20 households in Loughborough. Raw data, recorded at 6-8 ek would sacri ce valuable information. She therefore opted for
second intervals, were downsampled to a uniform 1-minute resolu- 5 more nuanced approach. First, she used the move-x tool to shift
tion for consistency. The processed data for March 2015 was used, the entire 5:00-7:30 AM segment to a more conventional morning
due to dlscrepgnmes in time coverage and missing values. The na_l period around 8:00 AM, obscuring the temporal anomaly (Figy)8C
dataset comprises 864,000 records (22.7 MB) with aggregated activeext, observing that the consumption values were still extreme, she
power (Watts) as the primary metric. The objective of implement- 5 jied the move-y tool to vertically scale the peak values down by
ing privacy-preserving processing on this dgtaset is _to _fa(:llltate its approximately 50% (Fig. 8 Finally, to make the user's evening
secure publlcatllon fo.r downstrgqm time series prediction tasks. pattern less empty, she used the Clone tool to replicate the usage
~ Anomalous night-time electricity consumption. After load- pattern between midnight and 5:00 AM to the 6:00 PM slot (Fig)8C
ing the data, EC began her analysis in the ranking view, where she The original data was then masked using removal to prevent po-
was drawn to the user with the highest computed risk score. Se- iantial identi cation (Fig. 8G). After processing, EC synchronized

lecting this user, her attention was caught by a chain of prominent 14 adjusted data back to the left-side view for veri cation. Upon
outliers in the stream view (Fig. 8A. Hovering over one of these
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